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License Agreement

Softwar e License Agreement

WARNING. INTELLIMAX SYSTEMS, INC. ISWILLING TO LICENSE THE ENCLOSED TrafficMax ™,
LanExplorer ™, LanTrend ™, and Remote Agent ™ PROactive Monitoring & Reporting SOFTWARE
(HEREINAFTER THE "SOFTWARE") AND USER DOCUMENTATION TO YOU ONLY UPON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THISLICENSE AGEEEMENT.

PLEASE READ THE TERMS CAREFULLY BEFORE OPENING THISPACKAGE OR CLICKING ON THE
"YES' BUTTON, ASDOING SOWILL INDICATE YOUR ASSENT TO THEM. IF YOU DO NOT AGREETO
THESE TERMS, THEN INTELLIMAX SYSTEMS, INC. ISUNWILLING TO LICENSE THE SOFTWARE TO
YOU, IN WHICH EVENT YOU SHOULD RETURN THE UNOPENED PACKAGE AND USER
DOCUMENTATION TO THE PLACE FROM WHICH IT WAS ACQUIRED WITHING THREE DAYS, AND
YOUR MONEY WILL BE REFUNDED.

LICENSE. In consideration of your payment of the license feg, Intellimax Systems, Inc. grantsto you a non-
transferable and non-exclusive license to use the Software on a single computer.

OWNERSHIP. You own the physical diskette(s) containing the Software and user documentation. Intellimax
Systemsretainstitle to the Software. This agreement does not transfer title or ownership of the Software or any
underlying proprietary rights, patents, copyrights, trademarks, or trade secrets. Y ou may transfer all your license
rights in the Software, the backup copy of the Software and a copy of this License to another party, provided the
other party reads and agrees to accept the terms and conditions of this

License.

SCOPE OF GRANT. You may:

* use the Software on any single computer;

* use the Software on a network, provided that each person accessing the Software through the network must have a
copy licensed to that person;

* copy the Software for backup purposes, provided any copy must contain all of the original Software's proprietary
notices.

RESTRICTIONS. Y ou may not:

* permit other individual sto use the Software except under the terms listed above;

* permit concurrent use of the Software;

* modify, translate, reverse engineer, decompile, disassemble (except to the extent applicable laws specifically
prohibit such restriction), or create derivative works based on the Software;

* copy the Software other than as specified above;

* rent, lease, grant a security interest in, or otherwise transfer rights to the Software; or

* remove any proprietary notices or labels on the Software.

TERM. Thelicense granted that under this agreement is effective until terminated. Y ou may terminateit at any
time by destroying the Software together with all copies, modifications and merged portionsin any form. This
license will terminate immediately without notice from Intellimax Systems, Inc. if you fail to comply with any
provisions of this License. Y ou agree upon such termination to destroy the Software, together with all copies,
maodifications and merged portionsin any form, and to certify to Intellimax Systems, Inc. that they have been
destroyed. Upon termination there will be no refund of any monies or consideration paid by you.

EXPORT LAW ASSURANCES. Y ou agree and certify that neither the Software nor any other technical data
received from Intellimax Systems, Inc., nor the direct product thereof, will be shipped, transferred, or exported,
directly or indirectly, outside the country within which the Software was purchased without the express written
consent of Intellimax Systems, Inc.



NO WARRANTIES. Intelimax Systems expressly disclaims any warranty for the software product. The software
product and any related documentation is provided "AS |S" without warranty of any kind, either express or implied,
including, without limitation, the implied warranties of merchantability, fithess for a particular purpose, or non-
infringement. Theentirerisk arising out of use or performance of the software product remains with you.

LIMITATION OF LIABILITY. To the maximum extent permitted by applicable law, in no event shall Intellimax
Systems or its suppliers be liable for any special, incidental, indirect, or consequential damages whatsoever
(including without limitation, damages for loss of business profits, business interruption, loss of business
information, or any other pecuniary loss) arising out of the use of or inability to use the software product or the
provision of or failure to provide support services, even if Intellimax Systems has been advised of the possibility of
such damages. Inany case, Intellimax Sy stems' entire liability under any provision of this Agreement shall be
limited to the greater of the amount actually paid by you for the software product or US$5.00; provided however, if
you have entered into a Intellimax Systems Support Services Agreement, Intellimax Systems entire liability

regarding Support Services shall be governed by the terms of that agreement. Because some states and jurisdictions
do not allow the exclusion or limitation of liability, the above limitation may not apply to you.

HIGH RISK ACTIVITIES. The Softwareis not fault-tolerant and is not designed, manufactured or intended for use
or resale as on-line control equipment in hazardous environments requiring fail-safe performance, such asin the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life support
machines, or weapons systems, in which the failure of the Software could lead directly to death, personal injury, or
severe physical or environmental damage ("High Risk Activities'). Licensor and its suppliers specifically disclaim
any express or implied warranty of fitnessfor High Risk Activities.

USGOVERNMENT END USERS. This Agreement isnot valid and shall not come into effect for any unit or
agency of the United States government until the execution and delivery by both you and Intellimax Systems, Inc. of
aRESTRICTED RIGHTS Government User Supplement in the form required by Intellimax Systems, Inc.

MISCELLANEOQOUS. If the copy of the Software you received was accompanied by a printed or other form of
"hard-copy" End User License Agreement whose terms vary from this Agreement, then the hard-copy End User
License Agreement governs your use of the Software. This Agreement represents the compl ete agreement
concerning thislicense and may be amended only by awriting executed by both parties. THE ACCEPTANCE OF
ANY PURCHASE ORDER PLACED BY YOU ISEXPRESSLY MADE CONDITIONAL ON YOUR ASSENT

TO THE TERMS SET FORTH HEREIN, AND NOT THOSE IN Y OUR PURCHASE ORDER . If any provision of

this Agreement is held to be unenforceable, such provision shall be reformed only to the extent necessary to make it
enforceable. This Agreement shall be governed by Californialaw (except for conflict of law provisions). The
application the United Nations Convention of Contracts for the International Sale of Goods is expressly excluded.

COMPLETE AGREEMENT. This License constitutes the entire agreement between the parties with respect to the
use of the Software and related documentation, and supersedes all prior or contemporaneous understandings or
agreements, written or oral, regarding such subject matter. No amendment to or modification of this License will be
binding unlessin writing and signed by aduly authorized representative of Intellimax Systems, Inc.



Table of Contents

TABLE OF CONTENTS
PURPOSE OF THIS MANUAL ..ottt b bbb 9
OBTAINING CUSTOMER TECHNICAL SUPPORT ....ouvtrtitrereststsesestsssesessssssssssssssssssssssssssssssssssssssssssssssssesssssssstesssssesesssssesssssssssesssess 9
AUDIENCE
ORGANIZATION OF THISIMANUAL ....vcutirteteeiertresesessesesesesessesssessssssessssssesessssssessssssesssessssesessnsssssensssssessssssssesenssssesenssessesssenses 10
PART | LANEXPLORER ...ttt 11
CHAPTER 1: PRODUCT OVERVIEW ... s 11
CHAPTER 2: INSTALLING LANEXPLORER ... 12
SYSTEM REQUIREMENTS. ... tutitrteuteeseesesesesteseesessssesessssssenssessesssssssssssssssssesensssssensssssssasessssesastnsssnsensstssesesensssesenssssesensssssesasenses 12
PRE-INSTALLATION. ... e teutuertrteuesesessesesesessesesesessesesessesesessssesenessssesensssssesessssesssensssssestnsssesensssetesssessssesestssssesensssssesessssesenessssesasenses 12

Intellimax NT Service - For WINAoOWS NT/2000 ONY ... tessessssssssesssssssssssssesssssssssssssssssesssssassess 12
INSTALL ATION. .. cuttuteutseueesessessesessesessesessssessssesessessssesssssssessssesessesessesesesesassaessssesssasansaesesaesesaesessesae et atse b st et e b es et ebasbesasbasnsbasans 13
INSLAll FrOM 8 CD-ROM ..ottt b bbb bbbt bbbt 13
Installation from a dOWNIOAAEA fIl@..........ciriecire bbb 13
POST “INSTALLATION .. cuttuertesestesessesessesesessesessesessessesessssessessssesessesessesssssssssssssssssssssassssasssssesessessssessssssstassstsessssessssesnssesnssassesasans 14
Intellimax NT Service - FOr WINAOWS NT ONIY ..o sess e essse s 14
Intellimax 2000 Service - FOr Windows 2000 ONIY.......cvcueeemirmienesisesisesessese s sessesessessssesssesssssssssssessssesees 15
UNINSTALLING LANEXPLORER.....ccetuttrteetrtesessesasesesesessssessssessssssssssssssssessssssssssssssasssssssessssssssssssssssssssssssssssssessssesssesnssassssasans 16
Uninstalling the LanEXPlorer @ppliCatioN..........c.c i ssse s 16
Uninstalling Intellimax NT Service — Additional Procedure for Windows NT only..........cccoevrenvnnenenncnenenesenenns 16
Uninstalling Intellimax 2000 Service — Additional Procedure for Windows 2000 0Nl ........cccoeeevvererenenenesesesenenns 16

CHAPTER 3: USING LANEXPLORER .....ioiteititite et sssssssssssssssssnns 17

STARTING LANEXPLORER
File Menu.......ccocoeenvevecnneccienne
Edit Menu.................

View Menu...............

Capture Menu
Tools Menu..............
Window Menu
Settings Menu
Profiles Menu

TOOLBAR.....c.ocererrerenene

STATUS BAR ...ttt ettt s sttt bbbttt
Packet Capture Trigger, REMOLE AQENES.......ccviieeirereee st sae s st sas bbb s s s b et ss st es s s st en st sesssanses

TRAFFIC TASK PANEL ..ottt ettt bbb bbb e e b bbb bbb 21

STATISTICS TASK PANEL ...ttt s bbb s bbbttt bbbt 21

CONSOLE PANEL ...cuututtiaitssetaestteessesessss st sese s ssesessesesseseessseessesessbeessbassebaesebaesessesesseb e e b ne b ae s bbb bbb bbb s et ae b it sees 23

CHAPTER 4: TRAFFIC MONITORING ... s 24

LAUNCHING TRAFFIC MATRIX TABLE. .....tuttttetttseetsesessesessesesstsesstssesssesssssssssssssssss s ssssssssssssssssssssssssstssssssesssssssssessssassssasans 24
TRAFFIC MATRIX TABLE OPTIONS
Il OPLTIONS. ...ttt s bbb
SOMTING OPLIONS .....cuvieeereereee ettt eae bbb E R Rttt en e
Traffic Matrix Sorting
TS0 = LTS = 1101
LAUNCHING TRAFFIC MATRIX CHART ....otutturttteeetsesesessesessssessssessssesesssssesssssssssssssassssssssssssssssssssssssssssssssssssssesnssessssasassasans 28
TRAFFIC MATRIX CHART OPTIONS. ....cutteuteuetseaeetesessesessesessesessssssesassssssssssssssssssssssssssssessssssssssssssssassssassssassessssssssssssssssessesnes 29
L@ T T 0] 0= 1= TR 29
TRAFFIC MATRIX STATUS BAR ...ttt stas bbbttt e bbbt 30
Toggle MAC WINAOW and [P WINAOW.......c.cucieiririieieeseseiseseses e sessssssasessssssssssssssssssssssssssssssssessssssssesssssssesssssssesssnsnss 30
Changing POHTNG INEEIVAL ........c.cvieerricierrissesesesse sttt sessss et sssssasessssssssesssssessssssnsesessssnsnsssesssesens 30




Table of Contents

Changing Traffic MatrixX Filter ........ccovrrevneirensese s eeseeens
M ORE SORTING OPTIONS......cuireesreressesseesseenssssssssesssssssssssssssssssssssssssssssssssssssessssesnes
TABLE & CHART DISPLAY FILTERS
SEttiNG UP Profil €S,
Select All and Clear All................
Protocol Filter
Address Filter.......coovvvninecenenirennne.
LAUNCHING HOST TABLE........ccne.e..
HOST TABLE OPTIONS
Cell Options......ccooveveervereceeerrirens
Host Table Sorting.......cccceeeveeenne.
Display Settings.....c.c.coeeeerererverenenes
LAUNCHING HOST CHART .......ccneene.
HOST CHART OPTIONS
Chart Properties..........cccocverneene
HOST WINDOW STATUSBAR............
M ORE SORTING OPTIONS.....c.ccvenene
ADDRESS BOOK.....ccoreuerenereneerennerennes
Address BOOK COMIMANGS.......couiiiiiieeiiseissessssesssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssnsssssssssnsssssnsssssnssssnsns

CHAPTER 5: NETWORK PROTOCOL ANALYSIS ..o s sssssssssssssssssns 39

STARTING AND STOPPING PACKET CAPTURE......cuetrturtterestesesteresstsesstsessssesessessssessssssssssssesssssssssssssssesssssssssssasssssssssssssssessesees 39
VIEWING PACKET CONTENTS .. cuttutrtueerteresteressesessesessssessssessssesssssssessssessssesssssssssssesssssssssassssassssassssasssssssssssssssssssssssssesssesnssesns 41
APPLYING PRE-CAPTURE OR POST ~“CAPTURE FILTER.....c.sttturturietreetriaeireiesstesesisesisesstsess s sess st sssssssssssssnssenns 42
Layer 2 MAC Filter
e Y= Y VI P
LAYEr 2 FIlTEr EXAMPIE.... oottt
Layer 2/3 Ethernet |1 Filter
LAYEE 2/B LLC BTN ....vieeeeeetriet ettt sttt
Layer 2/3 LLC SNAP Filter
Layer 2/3 Raw Filter.......c.cccouuun...
Layer 2/3 Filter Example.............
Layer 3+ IP/ARP Filter................
Layer 3+ TCP/UDP Filter...........
Layer 3+ Filter Example..............
Address Filter........cooevncnencinenes
TCPIUDP POt BTN ...ttt ses s
Pattern Filter of Post-Capture Filter.......ovvvrerreeersesceee s
SETTING UPPROFILE......ccovveerrererrenens
Select All and Clear All...............
TCP/UDP Port Definition............
PACKET CAPTURE TRIGGER......cctreiurertereseeensenessesessssessssesssssssssesssssssessssessssssessssesns
Trigger to Start Packet Capture.
Packet Capture OPLiONS........cccveeeiiverieinrieisisisesistsisasss e sssssssssssssssssessssseseseens
Trigger to Stop Packet Capture.........ccevevccesesese e
LS oW I oo =T @] o)1 o) 1 TR

CHAPTER 6: NETWORK STATISTICS......otiie s ssss s 52

GENERAL ..ctetieteeesesee sttt bbb s s 2R E xR s e £ s E R E R4 bR AR bR bR et 52
LAUNCHING ACCUMULATED OR HISTORICAL DISTRIBUTION......cceuttruuturesstresesseassesessessssessessssessssesssssssssssesssssssesssssssssssaes 52
IMAC LAYEN SLALISLICS...uvreeureeiririieeeresisesesesesssstsssessssssesesssssssessssssssssesssssssssssssssssesssssessssssssessssssssesssnssssesassssssesssssssesssssnssnss 53
Protocol Statistics.....ccccevrerveeenene.
TCP/UDP Statistics
L (0 S RS TS o111 = 56
CNAIT PrOPEITIES.....cecvieeiceriiereet ettt et 56




Table of Contents

USING THRESHOLD AND ALARM .....uuiuiteteeseesssessesssessssssssssssssssssssssssessessesssssssssssssssssssassessessessessessessesssssstsssassessessessessessessssns 57
IS L o o T I 1= o] o TP 57
Launching Rate MONitoring WINUOWS.........c.ccrrreenrensseesesesssssessssssssesessssssssesssssssssssssssssssssssessssssssessssssssesssssnssnss

ALARM LOG....iueiiieeiirisireessesssssssssssssssssessssssssssssssssesssssssssssssssssssssssssssssssssssssssssssssens
Unencrypted Password Alarm

CHAPTER 7: TRAFFIC GENERATOR ...t 60

SENDING PACKET FROM THE PACKET SENDSWINDOW ......cceuutereurereaseresereasssssssesssssssessssessssesssssssssssessssesssesssssssssssssssssessesees
SENDING PACKETS FROM THE PACKET CAPTURE WINDOW
S a0l = ot @ o1 o] TP
L Y2 7= ot o1 o PP

CHAPTER 8: SETTINGS ...t s b bbb 62

ENFORCING LOGIN PROCEDURE .......c.curtuttntutteeasetsesssessssessssessssesssstssssssessssssssssssssassssasssssssssessssssssnssstssssssssssesssesnssesnssassssssans 62
GENERAL PREFERENCES
ENabI© PromiSCUOUS MOUE. .......oceeerererererereseesesesessssssesessssssssessssesssssesssssssssssssssssesssssessssssssessssssssessssssssessssssssesssssssesssssnssess
ENADI© DINSTOOKUP.....cuetrirerie ittt ssssssasesss s ss e ssssesssssseessssssssesssssessssssssessssssnsessnssnsesasssssesasnssnsessssnnsnss
Enable NetBIOS over TCP/IP on DNSIookup
Enable alarm of unencrypted passwor d tranSACHIONS..........ccerrreireeee s sees 63
Count FTP PasSiVe MO PACKELS...........cureerrierrieriees ettt
Automatically monitor statistics threshold alarm
CAPTURING OPTIONS......cututetueereueestesessesessssessssessssessssessssesssstsssssssssssasssssssssassssasssssessssesssssssssssssssssssssassessssessssssastssssssssessssessesass
BUTTEE SIZB.....eee ettt bbb bR £ b E bbb bbbttt
Buffer Full Action...
Y= 4 o Y = TP
IMEMORY PREFERENCES.......cceunttrtttreuttrtaststasssesessessssessessssessssesssstssssssssssessssssssssssssassssassessssssssssssssssssstsssstsssssessssesnssesnssssnssasans
Maxi mum Traffic lookup entries.
Maximum TCP/UDP port traffiC |00KUDP ENEITES........occerereeriresieeseseseeese e ssessssseesessssssssesssssssssssssssssesssssssssssassnes
POLLING FREQUENCIES
ISz UL 1 o=
Traffic MAtriX TADIE/CNAIT. ...ttt sttt e e s ne s b s senis
L [0S 1= o1 = O = TR
TCP/UDP Port Table/Chart
WIEW OPTIONS . ..cuttteteeretressesessesessesessssessssessessssesssssssssesssassssssessssssssssssssssssssessssesessesessssassssassssassnsasssssssssnssssssssasssessssssssssesnssnsns
Save display SEttiNGS 1O PrOfilE.....c et b bbb bbb s e bbb esnsntenenas
Automatically adjust cell width to fit string length / Wrap text in cell
Bring Alarm Log Window tO top at @larmM VENL..........cccceeeerirere sttt ss s anses
HISTORY PREFERENCES
Sampling Period
Threshold Alarm
Scroll out aged data after sampling PEriod EXPITEU........ccceirerrrrerrrer st ss et
Fit chart in one page
CONNECTING TO A REMOTE AGENT FROM LANEXPLORER......crtriurtreeetreetssssessssessssessssesssssssessssssssessssesssssssssssssssssssssessesees
CHOOSING ADAPTER TO USE ...ttt sseseessssessssessssessssessssessssssssssssssssssssssssssesssssssssssessssessssesnssssnssssnsssssssssesnses
Adapter for ModenVI SDN
SEING SPEEA OPLION......cuiiiiieieirieieerree et e et be s be b e bese s e b e b ese s e b e sesasebebesasabesesasabebesasabebesasnbesesasntesesnsntesanas
CHOOSING DNS SERVER FOR LOOKUP.......cttiuetiueeseaseseasesessessssessesesstsessssssssssssssessssssssssssesssssssssssssssesssssssssssssssssssssssssssessesnes

CHAPTER 9: OPEN OR SAVE FILE ..t s 72

SAVING TO FILE ettt sttt sttt bbb b s E £ E e e AR bbbt bt en s
OPENING A FILE
FILE FORMAT ..ttt

CHAPTER 10: DISPLAY PROPERTIES ... 74

GRID (TABLE) WINDOW ...c.vucvuceeeeeeseeseesessessessessessesessessesssssssssssessessessessssssessesssssssssssssssssssssssssssessessssssssssssssssssssessessessssses 74
EXAMPIES OF GFid WINOOW ..ottt bbb 74
SUMMArY Of DiSPIAY OPLIONS......c.cuieeeieeetreeereee ettt se et ss e bbbttt b E e bbb 74



Table of Contents

GFid WINCOW TOOIDAN ..ottt sttt bbb bbbttt
Display Settings
CHART WINDOW ....coremerineerireeeeeeneenens
Examples of Chart Window .........
Summary of Display Options......
Chart Window Toolbar.................
Chart Properties.
LT Y Y o= TSN

QUICK START: LANEXPLORER ... s 78

Network Protocol Analysis- Packet Capture and ProtoCol DECOUE............ccceuveeeieereeereresee e sessssees 78
Traffic Generator- Send Packets and Playback Captured Packets
Network Traffic Monitoring - NEtWOrK SEatiSHICS........cceeurercrierrisiesisese sttt anses
Node to Node Traffic - IP Traffic Matrix and MAC Traffic MatriX ..o sseeeesseenees
I dentifying Network Nodes - Host Table, Host Chart and AAdress BOOK............ccurrreeeennenneceenenesesenesssssssesesees 83

PART II REMOTE AGENT ..o s bbb bbb 84

Ly @ I N = TSP 84

SYSTEM REQUIREMENTS.....cueiteteteieteteteeseetesssssesesessesesesessssstesssssesesessasesessnsssesesssssesesesssesessnsssesensssesesssssssesensasssesensssnsesesssnes 84

PRE-INSTALLATION

LS N I 1 [ R
INSEAll FTOM A CD-ROM ...ttt s b bbb s b e b e b e b e Re e b e e ebe st e seebe b e be st eseab et ebeebeseebe b ennabanenis 84

Socket POrt......cceveeceeeeeeeeeeececvene
RESTARTING REMOTE A GENT
REMOVING REMOTE A GENT . .oititeeiisesetetsesssessests st s ssessasssssssssassessessstssssessstssssassssessessseetasssessseasestessesssassestess s stssesessstsseseases
CONNECTING TOA REMOTE TRAFFIC A GENT ...ttt et e st ses e ss st saste s sestssssssssesbassssessansstssssssssssessastasssssenssessssasssnes 87




Purpose of ThisManual

Thismanua describes how to ingal and use LanExplorer and Remote Agent to anayze network
traffic. Since many users prefer to learn through hands-on experience, the Getting Started
chapter includes many examples that lead you through the basics of analyzing networks.

LanExplorer isan advanced, al-purpose analyzer that not only captures and decodes packets
but dso analyzes Internet access traffic from the local areanetwork. LanExplorer provides a
network management solution to let computer professionass troubleshoot network problems as

well as monitor network activitiesin an efficient way.

Remote Agent is abackground gpplication thet let the above Intellimax applications (i.e.
TrafficMax, LanExplorer and LanTrend) to capture network traffic from a remote network
segment. This product removes the limit of location to gather network data by application.

Obtaining Customer Technical Support

Intellimax digtributors are responsible for first level technical support. Please contact your local
vendor for technica support. Y ou may aso find answers on the Intellimax web page, or send
other questions viaemall.

Emall: support@intellimax.com
Web: http://www.intdlimax.com/support.htm
Fax: (408) 588-9807




Audience

This manud is focused towards beginners and generd users. Advanced users will find our
software easy to use with the GUI Windows “look and fed,” and may want to skim through the
manud after the inddlation sections.

Organization of This Manual

Part |: LanExplorer
Chapter 1: Product Overview
Chepter 2: Ingdling LanExplorer
Chapter 3: Using LanExplorer
Chapter 4: Traffic Monitoring
Chapter 5: Network Protocol Analyss
Chapter 6: Network Statistics
Chapter 7: Traffic Generator
Chapter 8: Settings
Chapter 9: Open or Save File
Chapter 10: Display Properties
Quick Start: LanExplorer

Part I1: Remote Agent

Index
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Product Overview

Part| LanExplorer

Chapter 1: Product Overview

LanExplorer includes a protocol anayzer and our LanTrend network monitor. View network
traffic from high-leve satistics down to the contents of a packet. The protocol andyzer features
packet capture, decode, exporting, and a traffic generator to replay captured packets. It includes:

Protocol andyzer & network monitor with Internet traffic andysis.

Native Win32 application program for Windows 95/98/NT4.0/2000.
Usesexiging Ethernet, Fast Ethernet, Token Ring, or WAN NIC.
Intercepts packets in and out of the workstation or server.

Captures al packets from the network segment (promiscuous mode).
Decodes 802.3, 802.5, VLAN, Apple, Novell, Microsoft, TCP/IP protocols.
Displays accumulated and higtorica network datistics in graphical formats,
Shows historical gtatistics with threshold and darm.

Tdlswho was connecting to what Internet Ste.

Discoversdl locd PC hostsin different network segments.

Shows host name instead of MAC/IP address in all gpplication windows.
Queries DNS to trandate remote | P address into Internet site name.

1



Installing LanExplorer

Chapter 2: Installing LanExplorer

This chapter describes the system requirements and the installation procedures for LanExplorer.

System Requirements

Personad computer with a Pentium or higher processor

Microsoft Windows 95, 98, NT 4.0, or 2000 operating system

32MB of memory (RAM)

10MB of available hard-disk space required

VGA or higher-resolution video adapter (Super VGA, 256-color recommended)

Mouse or compatible pointing device

An Ethernet, Fast Ethernet, Token Ring or WAN (e.g. 56K Modem) adapter instaled and
configured with Microsoft TCP/IP protocol. Vist http:/mww.intellimax.com/network.htm
for the latest list of adapters LanExplorer supports.

Hint: When running LanExplorer in the background, minimize LanExplorer instead of
"toggling" to other gpplications. Thiswill minimize use of system resources.

Pre-installation

Intellimax NT Service- For Windows NT/2000 only

Y ou need to know the directory of the following Intellimax NT/2000 Servicefiles. You will be
asked a the end of LanExplorer indalation for thesefilesif you are ingtaling under Windows
NT/ 2000. Thesefiles can befound in the \DRIVERS directory on the CD, or the \DRIVERS
subdirectory of the product directory (usually CATMAX\DRIVERS), or from the Intellimax web
gte.

For NT: For 2000:
Isproto.sys - |sproto2.sys
Oemsetup.inf - Isproto.inf

Winsock2 Component - For Windows 95 only

At the end of LanExplorer ingdlation for Windows 95, you will be asked to ingal the
Winsock2 component. Winsock? is a superset of Winsock. Windows 95 includes Winsock but
not Winsock2. LanExplorer requires the Winsock2 component for some features to work
properly. Note: Winsock?2 is a default component in Windows 98, NT 4.0 and 2000.



Installing LanExplorer

| nstallation

Ingall from a CD-ROM

Get avdid Serid Number from the package you have received.
Insert the LanExplorer CD-ROM into the CD-ROM drive.
Double click My Computer.

Double click the CD-ROM drive (eg. DY)

Double dlick the SETUP.EXE file.

Follow ingructions to ingtd| the gpplication.

I ngtallation from a downloaded file

Get avaid or temporary Serid Number by emailing or caling Technical Support.
Click the sdf-extracting file (e.g. LANEXPLORER.EXE).
Follow the ingructions to ingal the gpplication.

13



In:

stalling LanExplorer

Post-installation

Intellimax NT Service- For WindowsNT only

At the end of LanExplorer ingdlation for Windows NT, you will be asked to ingal the

Intellimax NT Service when the Network Control Panel (applet) appears. Y ou may dso click

Network Control Pand at any time if you wish to reinstal or remove the network service,

Click the Services tab.
Click the Add button.
Click the Have Disk button.

Enter the path for the Intellimax NT Service (ISPROTO.SY S and OEM SETUP.INF).

Click the OK button.
Click the OK button again.

Follow the indructions to reboot your system.

Before the Service Indalation After the Service Inddlation
Hetwork [ 2| Hetwork 2]
Identification  Services | Pratocols I Adapters I Bindings I |dentification  Services I Protocols I Adapters I Bindings I
Hetwor Metwork Services:
Cormputer Browszer
MetBI05 Interface . Inteliman MT Service
RPC Configuration MHetBI0S Inkerface
Server RPC Configuration
Whorkztation Server
whorkztation
Add... | Bemaove Eroperties.. pdate Add... | Bemaove Properties... Update
— Diescription: — Diescription:
Diigtribuked protocol required for running the Computer Browszer Intelimax MT Service
FEVICE,
Cloze I [Earce! ] I Cancel
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Intellimax 2000 Service- For Windows 2000 only

At the end of the product ingtalation, you will be asked to ingtdl the Intellimax Network Service
when the Local Area Connection Properties (applet) appears. You may aso run

1.) Control Panel 2.) Network and Dial-Up Connections 3.) Property of Local Area Connection
a any timeif you wish to reingtd| or remove the Network Service driver.

Click the Ingdl button.

Sdlect Protocol then click the Add button.

Click the Have Disk button.

Enter the path for the Intellimax Network Service (ISPROTO2.SY S and ISPROTO.INF).
Click the OK button.

Click the OK button again.

Click the Close button and reboot your system.

Before the Service Ingalation After the Service Inddlation
Local Area Connection Properties Local Area Connection Properties s ﬂﬂ
General | General I
Connect uzing: Connect uzing:
I BB Macronix Mx98715 Family Fast Ethernet Adapter [ACP) I BE Macronix M+38715 Familp Fast Ethermet Adapter [ACPI]
Configure | Configure |

AL addregs: 00-80-CE-F9-2C-94 MALC addregs; 00-80-CE-F9-2C-34
Componentz checked are uzed by this connection: Componentz checked are uzed by thiz connection:

[ Client for Microsoft Netwarks [+ ™ Client for Microsaft Networks

File and Printer Sharing for Microsoft Metworks v . File and Printer Sharing for Microzoft Metworks

W Intemet Pratacal [TCP/P) L |ntellimas: Netwaork Service

[ ™ Imtermet Protocol [TI:FH"IF']

Install .. I [drinztall Properties Inztall... Urirztall Fraperties
— Diezcnphion — Descriphion
Allows your computer bo access regources on a Microsoft Provides nietwork service to [ntelimax applications.
network,
[ Show icon in taskbar when connected [ Show icon in taskbar when connected

Close I [Carze| Cloze I [Cancel
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Uninstalling LanExplorer
Uningtalling the LanExplorer application

Click the Desktop Start button.

Move mouse to Programs

Move mouse to Intellimax

Click LanExplorer uningtalShield.

Follow the indructions to remove LanExplorer from your system.

Uningtalling Intellimax NT Service— Additional Procedurefor Windows NT only

Click Network Control Panel (applet).

Click the Servicestab.

Click Intdlimax NT Service.

Click the Remove button.

Follow the ingtructions to reboot your system.

Uninstalling Intellimax 2000 Service— Additional Procedurefor Windows 2000 only

Run 1.) Control Panel 2.) Network and Did-Up Connections 3.) Property of Loca Area
Connection

Click Intelimax Network Service.

Click the Uningdl button.

Follow the ingtructions to reboot your system.
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Chapter 3: Using LanExplorer
Starting LanExplorer

To launch the LanExplorer gpplication, do the following steps on the Desktop.

Click the Desktop Start button.
Move mouse to Programs.
Move mouse to Intellimax.
Click LanExplorer.

Y ou can aso create a shortcut of the LanExplorer gpplication (probe.exe) on the Desktop and
launch the application from the shortcut. The following window, the main window of
LanExplorer, appears after launching the gpplication.

L anExpiorer

JJ File %iew Capture Profiles Seftings Tools Help ‘

[sEEP@ieacteads s (S va@e ||aada|=
==

Traffic

Statistics
i' Packets (since 07/21/99 02:19:01 PM) | Oc >
Total 5363 P F o 0 0% Total 441
Broadcast 28 1%  LLC 168 Broadcast
Multicast 8 1%  BMNAP 68 Multicast
Unicast 5247 IEEKN Ethernet || 5127 Unicast 43¢
1 [ |\ Packets A TCPAUDP £ Ethernet A Protocols £ Pd| 4] | b
Ready - NGRPCH:NETGEAR FAI10TY Fast Ethern | 3 MNane |88 (072193 (0224 PM
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Menu bar

Menu Bar consists of a set of menus at the top of the LanExplorer main window. Clicking any
Menu in the Menu Bar will bring up aligt of menu items.

JJ File Edit “iew Capture Profiles Settings Tools Window Help

Eile
= Open... Crl+0

Close
& Save Cttl+5

Bt

&k Print... Cirl+P
Frint Pressiew
Frint Setup...
Fage Setup...
Header/Footer...

Exit AltrF4

File Menu

Copry Chrl+C
Eind... Ctrl+F
Find Again F3
Capture
Start A+ A,
=t Al
& Brotucl Decode
% Eilter...
¥ Trigger...

| iew
i Properties...
Beset »
2} Sont..
&, Filter...
Eange..
Fefrash
Legend

IT Console Panel
ITTaskEanel

Toolbar
ITEtatus Bar

Grid Bar

CharEar
Fﬂurk Boolk
ITWDrI-: Book lcon

File Menu has commands to open file, print, and exit from LanExplorer.

Edit Menu

Edit Menu has commands to copy packets to Clickboard and find the name in the active window.

View Menu

View Menu has commands to bring up windows, Toolbar, Status Bar, €tc.

CaptureMenu

Capture Menu has commands to start capture, stop capture, set up filters, set up triggers and reset

datitics counters.
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lﬁ hind o

C d
EPlayEachk. . Cascade
4% Send Packet Tile Horizontal
Send Packets... T e

Arrange lcons

Settings Close All

¥ Breferences... 1 Host Table (since 08/09/99 12:27:14 PM)

%% Bemote Agents... 2 Traffic Matrix (since 08/09/9912:27:14 Ph)
Local Adapter Bindings... A TCR{UDF Fart Table (since 08/09/3912:32:51 Fhd)
OrS... 4 TCRLUIDF Fart Chart (gince 08/09/99 12:32:51 Ph)
Custom TCR/UDR Statistics... |75Alarm Log

£ Start NetBIOS Lookup B Packet Capture |

Erofiles

=¥ Address Book...
M TCP/UDF Pors...

ToolsMenu
Tools Menu has commands to playback packets and to send packets.

Window Menu
Window Menu has commands to manipulate LanExplorer windows.

Settings Menu

Settings Menu includes globa configuration options such as generd preferences, remote agents,
and DNS. These should be defined after installing the program, but may aso be updated a any

time.
ProfilesMenu
Profiles Menu has commands to cal up Address Book and TCP/UDP Ports.
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Toolbar

Toolbar isapictorid menu of commands that you might use frequently. LanExplorer provides
the icon-driven commands for easy use. 'Y ou can place the mouse pointer over a Toolbar
command to see the command toal tip. User can hide the Toolbar by deselecting the " Toolbar”
menu item of the View Menu. Toolbar can be docked at either side of the main window.

@& pazErn @aass 9 o7 veme

= Open @y Show Protocol Decode
E Save ; Capture Filter

g Rint '§  Capture Trigger

; Reset Console Statistics ; Address Book

E Display Properties ; TCP/UDP Port Definition
; Sort ey Preferences

@ Display Filter % Remote Agent

Refresh M NetBIOS Lookup
Start/Stop Packet Capture g Send Packets

Status Bar

Status Bar is at the bottom of the main window to show the gpplication status and brief command
description. 'Y ou can hide the Status Bar by desdecting the "Status Bar" menu item of the View
Menu. There are two commands you can invoke from the Status Bar, Packet Capture Trigger
and Remote Agents.

Packet Capture Trigger, Remote Agents
Ready - E10081:Intel EtherE wpress PRO Adapter | 3] None (& [11/22/98 (0912 8M 4

1\ - Remote Agentsis off.
Packet Capture Trigger is off.

Clicking the Packet Capture Trigger pane of the Status Bar will bring up the Packet Capture
Trigger window and then you can configure the trigger.  Clicking the Remote Agents pane of the
Status Bar will bring up the Remote Agents control window and then you can switch between
local and remote adapters.
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Traffic Task Panel

Traffic Task Pand shows dl available windows that can be opened. It includes Traffic Matrix
Table, Traffic Matrix Chart, Host Table, Host Chart and Alarm Log. Simply click theicon to
bring up the application window. If the Statistics Task Panel is shown, click the Traffic bar of
the Task Pand to switch to the Traffic Task Pandl.

=l

Traffic

Hmr
HH

atrix T able

Host Table

e B
)

=
b atrix Chart

=)

H ozt |: h ark

Statistics

Statistics Task Panel

If the Traffic Task Pand is shown, click the Statistics bar of the Task Pand to switch to the
Satigtics Task Pand. Statistics Task Pand displays aligt of Ditribution, Rate and TCP/UDP
sections. The Digtribution category (by selecting the Distribution tab) consists of accumulated
and higtorica charts such as Protocol distribution, TCP/UDP distribution and Packet Size
digribution. In the Rate category (by sdecting the Rate tab), rate can be sdected to view and
aso trigger an darm if the threshold is exceeded in acertain Interva. The TCP/UDP category
(by selecting the TCP/UDP tab) contains chartsfor FTP, Telnet, etc. In any category, clicking
any parameter cdl can modify the parameter. To launch awindow, smply click the button such
a"MAC Layer" or "Utilization".

21



Using LanExplorer

=l SE
Traffic Traffic
Statistics Statistics
in second Tgtpe | Intera insecond Threshald | Type Interval -

F MAC Layer | Packets 5 %Utilization % A0 | Min 15

e Fackets o | B Total 5000  Packets 15
[ Broadeast 1000 Packets 15

— Packets ik E Multicast 1000 Packets 14

| Packet Size | Packets i [ Unicast 5000 Packets 15

QTCPIUDP Packets 15 Emmp 200 Packels 15

5 Pratocol Fackets 19 i Tcr svhe 1000 Packets 15

= Packet Size [FPackets 15 Eﬁd Bytes 2000 |Packets 15
EES—Q? 2000 Fackets 14
E128—255 2000 Packets 14
ﬁzsa-sn 2000 | Packets 15 -

KN — i ‘ J 2

(Bl pistrib. .. I " Rate | RITCP.. | [flvistibuion % Rate [@TCPAR |
Distribution Statistics Rate Statistics
=
Traffic
Statistics
in second Threshold | Type Intenval |

BEFTP 5000 Packets 15

ETelnet 000 Packets 14

E SMTRIPOPIMAR 4000 Packets 14

E HTTP{S) 5000 Packets 14

E MMNTP 000  Packets 15

E MetBIOS 5000  Packets 15

@SNMP a000  Packets 15

E Custom?1 4000 Packets 14

E Custom2 4000 Packets 14

E Custom3 5000 Packets 14

E Custom4 5000  Packets 15

(Bl vistrioion | % Rat= | TCPUDP |
TCP/UDP Statistics
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Console Panel

Console Pand isin tabular format a the bottom of the LanExplorer main window. The gatigtics
in the Console Pand are the same as the accumulated statistics in the Statistics Task Pandl but
shown in adifferent format. 'Y ou can hide the Console Panel by desdlecting the "Console Pand”
item of the View Menu or by clicking the close button at the upper left corner of the Console

Pand. Console Pand can be docked at the top or bottom of the main window.

Packets [since 11422598 03:03:30 AM]

Ot

Tuotal

1469 | 100.00%  Faw

1]

0.00% | Tatal

1633

Broadcast

44 234 LLE

255

17.26% | Broadcast

Gill

fialticast

345 | I3.40% SHAP

il

22.19% | hulticast

240

Unicast

1075 73.18%  Bhemet ||

< [ v |4 Packets £ TCPAUDP £ Ethernet A Protocols| 4|

288

G0.45% | Unicast

1382 -
[

Click atab at the bottom of the Console Pand to see different kinds of accumulated statistics
(running totals). Available tabs are:

Packets
TCP/UDP

Ethernet or Token Ring

Protocol
Packet sze
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Chapter 4: Traffic Monitoring

Launching Traffic Matrix Table

Click the Matrix Tableicon in the Traffic Task Pand to launch the Traffic Matrix Table window.
Traffic Matrix Table shows the conversation between two stations. Traffic Matrix Table Status
Bar a the bottom of the Traffic Matrix Table window shows the current status and dso dlows
changes such as selecting between the IP and MAC Traffic Matrix Table.

':' Traffic Matrix [since 11/21/98 02:16:18 PM)
* (Address Address 2 Octets Ratio | Octets | Packets | Actiu «

1 Imtmax2  fwe.a2000.com [ 0% RS B50E1 J
2 Irtmax1  ppp04-1-215.citvline B - 1419509 18072

3 Imttmax  203.236.234 35 B - 1399503 17811

4 Irtmax2  wewewe ifsw uni-stuttgart de B - 1334182 14795

5 Irtmax1  guyls-148 abo wanadoo. fr B % 9206906 11679

G Imttmaxl  195.14.231 430 B =% 85895186 10504

7 Intmax1  cable-195-162-193-32 customer tvdbe I 3% 8414751 8755

g Imtnax?  sfk1a-249.up.net B =% 7979641 21657

9 Irtmax2  ns2.divicom B % FF25690 9870

10 |Intmaxt  wals-231 abo wanadoo fr [ | 2% 71581497 18527

11 |Intmaxl  m7-43-nodf . dial-up et B 2% 7109570 17833

12 |Intmax  gateB-89.nordnet. fr B 2% 7035694 17705

13 |Imtmax1  proxy datacomm.ch [ | 2% 7026041 a7

'1*dI It HOENR=d miclsmdh ke cnm I | ] o FRO2raarR Fa19 Llj
I 1ea [ e (D nsec B By 3 Mone 2] Octets Ratio >

Traffic Matrix Table displays the following information.
Addressl (Source address if one-way traffic; Address 1, Address 2 based on packet contents)
Address? (Destination address if one-way traffic)
Octets Ratio (Based on the octet count in the Traffic Matrix table)
Number of octets (for most purposes, octets = bytes)
Number of packets (Network traffic travels in packets)
URL group (Based on predefined or user defined groupings)
Adtivity in minutes
Hitg/Calls (Number of TCP connections)
|P Packet Type
First Access Time Stamp
Last Access Time Stamp

Tip: Use“dragand drop” to change the order of the columns on the Traffic Matrix. Click on a column heading

with the left mouse button; then while holding down the mouse button, drag the column to its new place. Releasethe

mouse button to drop the column in place.
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Traffic Matrix Table Options

Cdl Options

There are severd optionsto display Addressl and Address2. The table will automaticaly
attempit to resolve and display namesin the following order. For example, if the Host Name
cannot be resolved, then the Network Address will be displayed.

Host Name or Domain Name (discovered from NetBIOS or DNS queries)
Network Address (e.g. IP Address)
MAC address with IEEE Vendor Code or 12-byte MAC Address

Click the right mouse button on any address cdll (except the blue hyperlink address) in the
Traffic Matrix Table or Host Table window, and a popup menu will appear with display options.
The IP tables (for the Traffic Matrix Table and Host Table) will not show “Network Address’
and “Vendor Code” options. "Network Address' and "Vendor Code" options are only available
on the MAC tables.

v Host Mame

v MNetwork Address

v “endor Code
Son 8 Descending
E—— Ascending

The menu gives you the following options:
If the Host Name item is checked, program will display host name or domain name for the
Addressfidd, if available. Thisisonly displayed if the item can be resolved.
If the Network Addressitem is checked, program will display network IP address for the
Addressfidd, if avalable. Thisis only displayed if the item can be resolved.
If the Vendor Code item is checked, program will display MAC address with |EEE Vendor
Code for the Address fidd. Thisisonly displayed if the item can be resolved.
If none of the menu items are checked, program will display the 12-byte MAC address for
the Address.
Sort the entries in the Traffic Matrix Table window by the column you selected.
Show dl columns and rowsin the window. Thisoption is useful to get dl columns and rows
back to the table if any of them were removed from the table. Feature: column or row can be
removed from the current table display by dragging the line between any two column title
cdlsor row title cdls to the left or right to close the column or row.
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Sorting Options
Click the right mouse button on any numbers cell in the leftmaost column on the Traffic Matrix
Table or the Host Table, and a popup menu will appear with sorting options.

¥ | Layer Traffic
Exclude Broadcast/tulticast Traffic

Filter...

Showy All

The Sorting Options alow you to sdlect P or MAC Traffic Matrix, Exclude Broadcast/Multicast
Traffic, Show All, and cal up Filter window.

Traffic Matrix Sorting

Any column in the Traffic Matrix Table window can be sorted in descending or ascending order.
Firgt, sdect acolumn to sort by dlicking any cdl in that column. Below is an example that the
"8576" cdl in the first row was selected before sorting the Octets column. Then click the right
mouse button and select " Sort Descending” from the popup menu. After sorting the Octets
column in descending order, the Traffic Matrix Table entry with the most octets " 13470" will be
liged first on the Traffic Matrix Table window.

Address 1 Address 2 Octets Address 1 Address 2 Octets

1 Lockhawen O2FFFFFFFFFF 134 1 Lockhawen Broadcast 113

2 Lockhawen Broadcast 113 13470 2 Lockhawen MetBELI Mutticast =1 10287
B 02A0C95C3681  O2FFFFFFFFFF 7B 4564 B Lockhawen O2FFFFFFFFFF 134 576
4 Lockhawen MFFFFFFFFFF 72 4603 4 02A0C95C3681  O2FFFFFFFFFF 76 4564
= 04A0C95C3681  O2FFFFFFFFFF g3 4032 = Lockhawen MFFFFFFFFFF 72 4603
g Lockhawen MetBELI Mutticast 21 10287 g 04A0C95C3681  O2FFFFFFFFFF E3 4032

Before sorting Octets descending - After sorting Octets descending -

Tip: Usea*“ quick” sort by double clicking anywherein the column on the table.
Tip: Sorting options are also accessible from the Status Bar - see below.

Ancther example of sorting the Address 2 column in "Ascending” order is shown below. The
"Broadcast" cdll was selected before the sorting action was taken.  Notice numbers come before
aphabets after sorting is completed.

- Address 1 Address 2 Packets | Octets - Address 1 Address 2 Packets | Octets

1 Lockhaven 1580 1 Lockhaven 01 FFFFFFFFFF

2 Lockhawven MetBEUN Multicast [a5] 13874 2 Lockhawven 02FFFFFFFFFF 134 3376
5 Lockhawven 02FFFFFFFFFF 134 3376 5 024009505681 02FFFFFFFFFF 76 4864
4 022009505681  02FFFFFFFFFF 76 4864 4 0424003505681  02FFFFFFFFFF B3 4032
= Lockhawen 01 FFFFFFFFFF 72 4605 = Lockhawen Broadcast 151 15340
& 0424003505681  02FFFFFFFFFF 63 4032 & Lockhawven MetBEUN Multicast B3 13874

Before sorting Address2 ascending After sorting Address2 ascending
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Display Settings

Click the left mouse button once on the Traffic Matrix Table window to sdect the active
window. Click the Display Properties command in Toolbar or the Properties item of the View
menu to launch the Display Settingswindow. Please refer to the generd information section of
Grid (Table) window for more information on changing the display settings.

Dizplay Settings %]
- Titlez and GridLines——————  ~ Preview

Hella,
sl

[T Werlical Lines

¥ Haorizontal Lines

™ Mark Cumrent Bow
™ Mark Current Calumn

EJLn-hqu—!
-
4

— Colar - U zer Properties
W ||| | [attribute Value |
?r:-taecdk!;:;eGne . - _j __I Current Cell. IThin Border. ;I

Diragging Line - - l .
Background . - . _I
=

] 4 I Cancel | ¥ Save settings ta profile
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Launching Traffic Matrix Chart

Click the Matrix Chart icon in the Traffic Task Pand to launch the Traffic Matrix Chart window.
Traffic Matrix Chart showsthe digtribution of Traffic Matrix. Traffic Matrix Chart Status Bar at
the bottom of the Traffic Matrix Chart window shows the current atus and also dlows for
changes such as selecting between the IP and MAC Traffic Matrix Chart.

'i' Traffic Matrix Chart [since 11/22/98 08:27:36 AM]

Traffic Matrix Chart (zince 1152

0y 44 BT %

|:| Proteon OC2064 =-= Intel SC5661 . Proteon OC2064 =-= Intel CC3936
B hetGear 4324839 =-= Intel SCSEE B intel SC56E1 =-= Intel CC5956
|:| Intel 254005 =-= Prateon 0C2064 |:| Proteon OC2064 =-= Protean OC2064
5 [Wuac 03 nses (B By Hb R K Octets %

Tip: Double click on any piece of the chart to see a quick statistic.

Tip: Double click on the legend to minimize the legend.

Tip: Adjust the legend size by clicking anywhere in the legend.

Tip: Satistics can be saved to file by selecting File, Save, and TSV (tab separated value) for the "Save as type."
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Traffic Matrix Chart Options

Chart Properties

Click the left mouse button once on the Traffic Matrix Chart window to select the active
window. Click the Digplay Properties command on the Toolbar or the Propertiesitem of the
View menu to launch the Chart Propertieswindow. Please refer to the generd information

section of the Chart window for more information on changing chart properties.

Chart properties

Gallen Twpe: ﬂ

—Appearance

—

Stacked Style: IE Boint Type: n
Grid Lines: IE Pairt Size

Color Scherme; E
b arker Wolume
[} 20 EiListes
p EDID[ leBS L I U A I Y Y O N I N §
Apply | Qk, I Cancel |

Tip: Many items on the charts are clickable or adjustable.
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Traffic Matrix Status Bar

This section describes the Status Bar at the bottom of the Traffic Matrix Table and Traffic Matrix
Chart windows. Each window has independent parameters for changing configurations, except
the polling interva that can aso be changed in Settings/Preferences. The changes apply to both
table and chart windows.

IE 23 W IF |t2 B0 sec. B [ﬁ|@ Mone |54 Cetets 4

T W\Sorting Pane
Filter Pane
Show-broadcadt treffic is the current selection.
Two-way traffic display is the current sdlection.
Polling Interva Pane
IP Traffic Matrix (red flag) is sdlected.

8 ™ pAC D B0 sec. o [ ] MAA, |54 Octets

TNO- broadcast traffic is the current sdection.

One-way traffic digplay isthe current selection.

MAC Traffic Matrix (blue flag) is selected.

Toggle MAC Window and I P Window

Click the MAC or IP pane in the Traffic Matrix Status Bar to toggle the current Traffic Matrix
sdection. If IP Traffic Matrix is sdlected, al non-1P traffic such as |PX and NetBEUI protocol
packets will not be counted or displayed.

Tip: UsetheIP tableto show IP addresses (across routers), and the MAC table to identify traffic by physical
addresses (bound by router). This difference will be helpful in understanding traffic patterns.

Changing Palling Interval
Polling interval can be changed by clicking the pane or by sdecting Settings, Preferences from
the menu. For more information, please refer to the chapter that describes LanExplorer

preferences.
Tip: Increase the polling interval to minimize processing for screen refreshes.

Toggle One-way and Two-way

Click the one-way or two-way pane in the Status Bar to toggle the traffic direction display
option. Two-way traffic display shows only one entry for conversation between two stations.
One-way traffic display shows two entries for conversations between two stations, assuming
both stations are sending packets.
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Toggle Show-broadcast and No-br oadcast

Click the broadcast/multicast pane in the Status Bar to toggle the broadcast/multicast display
option. No-broadcast traffic only shows traffic between the client and server (unicast). Any
broadcast or multicast packet is eliminated.

Changing Traffic Matrix Filter

A display filter can be applied to the Traffic Matrix Table or Traffic Matrix Chart window.
Please refer to the chapter that describesfilters.
Tip: Changethefilter by clicking on thefilter pane or by selecting View, Filter fromthe menu.

More Sorting Options

Click the sorting pane in the Traffic Matrix Status Bar or the Sort item of the View menu while
Traffic Matrix is the active window to bring up a sorting diaog box as below.

Traffic Matrix Table Sorting |
T ahle: Chart:
Source - Fackets
Drestination

ackets Activity [min. ]

Activity [mir.]
IP Packet Type
First Time Stamp = |

¥ Descending Sum of selected
. itermns in descendinig
" pscending 504
aF. Cancel

A lig of sorting items for the table window is on the left of the didog box. Only oneitem can be
sdected from the didribution list and the Descending or Ascending option must be sdlected as
well. Avallable sorting items for the window are listed below.

Source address : HitgCdls

Dedtination address : | P Packet Type

Octets Ratio . Firgt Access Time Stamp
Number of packets : Last Access Time Stamp
Number of octets : URL Group

Adtivity in minutes

A lig of sorting itemsfor the chart window is on the right of the didlog box. More than one item
can be sHlected a atime. To perform multiple selections, hold the control key while clicking the
left mouse button. Available sorting items for the chart window are listed below.

Number of packets - Adtivity in minutes

Number of octets - HitdCdls
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Table & Chart Display Filters

Display filters can be gpplied to the Traffic Matrix Table and Traffic Matrix Chart. Select
“Hlter” from the View menu or dick the Filter Pane of any window to launch the Display Filter
window. Display Filter conssts of two groups of filters, Protocol Filter and Address Filter. To
change afilter, sdect and edit the “ Default” filter profile or create anew filter profile. The
“Nong’ filter profile cannot be changed and is pre-defined in the gpplication.

Dizplay Filter |
v %]
Profiles: Frotocal |,|'l'n,|j|jress|
] MNone TCP Internet
&) Defaul = ™ TCP ;I
m download ? FTP
? Telnet
? SHTP
@ HTTP
? KNTP
@ HTTPS |
? POP3
@ IMAPS
? DKS LI

| aF. I Cancel

Setting up Profiles
- New Profile
Delete Profile

With LanExplorer, users can define their own filter profile. The New Prafile button is next to

the Profile name box and you can see the New Profile name in the adjacent editable combo box.
Smply dlick the New Profile button and enter a name for the new profile. Then check or
uncheck the boxes below to compose the new profile. The Filter profile covers both protocol
and addressfilters. Click another tab to add or delete more filters for the new profile. Click the
OK button to save the new profile. All profilesin LanExplorer are saved for later use. Clicking
the combo box in the Profile will give you alist of profiles to choose from. Y ou can ddete any
profile except the default profile.

32



Traffic Monitoring

Select All and Clear All
¥ SdetAll

x| ClexAll

There are two buttons on the upper-center of the window to sdlect dl filter check boxes or clear
all filter check boxes. If there are 20 check boxes selected and you want to delete 19 of them, the
fastest way isto clear dl, then check the one you want.

Protocol Filter

Protocol Filter has apre-defined list of Internet protocols that can be included or excluded. To
change thefilter, sdlect or deselect the check box before each protocol name.

Tip: The protocol filter usesan "or" condition between each protocol. Soif only "FTP" traffic is desired, then the
other protocols, including the lower layer "TCP" protocol, must be desel ected.

Address Filter
Dizplay Filter |
v %]
Profiles: Frotocol .-’-'-.u:h:lressl
@ None — Filker Mode Krnown Addreszes:
@] Default A ; ------ 5 216.32 74 B8, img9. dox. vahoo.com :I
B dawnload are B 2163211911
& mai e - 5 2163211912 =
B test 1 —— | r

Addresz Filker Bange [e.g. From 10.1.1.0 Ta 10.1.1.255];

Fratm | Ta ﬂ
216.33.158 118, wwwewe Ziplip com |21 6.32.74 68, imy3.dox yahoo com

| &k —

Address Filter takes the IP address only. Use Drag and Drop to move addresses from the Known
Addresstable to the Address Filter list. Smply press and hold the left mouse button on the
known address and move the pointer to either “From” or “To” of the Address Filter list and then
rel ease the mouse button.

Inclusive option

If either address of an entry isin the Address Filter, the entry will be seen in Traffic Matrix.

Exclusive option

If both addresses of an entry arein the Address Filter, the entry will not be seen in Traffic

Matrix. Givenalig of dl internd |P addresses in the Address Filter, Traffic Matrix will

show only Internet access traffic.
Tip: 1P address, host name, or domain name may be directly entered in the addressfield. The Filter will
automatically resolve the host name or domain name to the appropriate | P address.
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Launching Host Table

Click the Hogt Tableicon in the Traffic Task Pand to launch the Host Table window. Host
Table displays dl individud IP or MAC dations. Host Table Status bar at the bottom of the
Host Table window shows the current status and aso alows changes such as selecting between
the IP Host Table and MAC Host Table.

aL‘J Host Table [since 11/21/98 02:16:18 PM] M=l
v Address _ Total Octets | Total Packets | Aci 4|
1 |intmacct [ 5% DRI 217818 J
2 |ntma2 24 % 141295508 186407
3 |fww.a2000.com [ 1[ER 58729515 BS061
4 |ppp0d-1-215 cityline ru I 2% 14258500 18247
5 203236 23435 I 2% 13997238 17828
=] sy ifavy uni-stuttgart .de [ ] 2% 13341821 14798
7 cdt080nad midsouth Fr.com [ ] 2% 13296974 13216
g 19514231130 I 2% 11557936 13687
9 gyl 5-148 aba wanadoo fr [ ] 2% Q208306 11679
10 |cable-195-162-193-32.customer tvdbe | 1% 8414751 8755
19 |=fk1a-2493 up net I 1% 8034543 21863
12 |ns2 divi.com I 1% 7725630 9370
13 |wals-231 abo wanadoo fr | 1% 7181497 18527
'1dI A3 ndlf dialoiin net I 1 1 9 TAN9s7n 1TE33 _Ij
4 3
I o1e [ e D 1o=ec By 3 Mone Z1l Octets Ratio o
In Host Table, the following information is diplayed.
- Address -+ Number of octetsin
Octets Retio - Number of packets out
Totd octets - Number of octets out
Total packets - Number of broadcast packets
URL Group - Number of multicast packets
Activity in minutes - IP Packet Type
HitgCdls - Hrst Access Time Stamp
Number of packetsin - Last Access Time Stamp

There are severd waysto display Address. Please refer to the Traffic Matrix Table Options
section of this chapter for detalls.

Host Table Options
Cdl Options
Host Table Sorting

Display Settings
See Traffic Matrix Table Options, for ingructions.

A



Traffic Monitoring

Launching Host Chart

Click the Host Chart icon in the Traffic Task Pand to launch the Host Chart window. Host
Chart showsthe digtribution of dl individua 1P or MAC dations. Host Chart Status bar at the
bottom of the Host Chart window shows the current status and aso alows changes such as
selecting between the IP Host Chart and MAC Host Chart.

% Host Chart [zsince 11/22/98 08:27:36 AM]

Host Chart (zince 1112

(7T25216.000 24 .91%

[] Protecn 0C20E4 B irtel SC5EEA B rtel Co5a36 B irtel 254005
[] metzear 4099EF [] Metcesr 432839 B irtel 25E50 B cthers

M & ™ yec D 10=ec By 3 A, z1l Octets In+Octets Ot 7

Host Chart Options

Chart Properties

Click the left mouse button once on the Host Chart window to select the active window. Click
the Display Properties command in Toolbar or the Properties item of the View menu to launch
the Chart Propertieswindow. Please refer to the generd information section of Chart window
for more information on changing the chart properties.

Host Window Status Bar

M e ™ p D e0sec B & B Mane |2} Octets /,:‘

Please refer to Traffic Matrix Status Bar in this Chapter for status bar options on:
Toggle MAC Window and IP Window
Changing Polling Intervels
Toggle Show-broadcast and No-broadcast
Changing Display Filters
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More Sorting Options
Sortirp Pane

M e ™ F D e0sec. [ B B Mane |2} Octets 4‘

Clicking the sorting pane in the Host window gtatus bar or the Sort item of the View menu while
the Host window is active will bring up a sorting diadlog box as below.

Host Table Sorting Ed |
T able:
Address - i i,
Total Packets
‘Total Octets Octetsz In
Activity [min.] FPackets Out
Packets In Octetz Out
Octets In Broadcast
E'au:kets_ Ot LI kulticast

¥ Descending Sum of selected
. iterns in descendinig
" Ascending B
gk, Cancel

A lig of sorting items for the table window is on the I eft of the didlog box. Only oneitem can be
selected from the digtribution list and the Descending or Ascending option must be selected as
well. Avallable sorting items for the table window are listed below.

Address - Number of packets out
Octets Ratio - Number of octets out

Total packets - Number of broadcast packets
Totd octets - Number of multicast packets
Activity in minutes - |P Packet Type

HitgCdls - Hrst Access Time Stamp
Number of packetsin - Last Access Time Stamp
Number of octetsin - URL Group

A lig of sorting items for the chart window is on the right of the didlog box. More than one item
can be selected a atime. To perform multiple selections, hold the control key while clicking the
left mouse button. Available sorting items for the chart window are listed below.

Adtivity in minutes - Number of packets out
HitgCdls - Number of octets out

Number of packetsin - Number of broadcast packets
Number of octetsin - Number of multicast packets
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Address Book

To open the Address Book window, click the Address Book icon on the Toolbar or select
"Address Book" from the Profiles Menu. Each row represents a gation that can beaPC inthe
Loca Area Network or an Internet host name.

Address Book

| & Sxal =R oc |

=]|

AT Address IP &ddress

Host Mame

=

LCancel |

aoEs0C20E 16293 251 65

trading! schwab.com

QoE30C20E 192 193195132

e -y citicorp .com

ads.cmpnet.com

I

4
5

=] GOORQ3C20E192 M5 T4 16
7 QOO C20E 192 M5 TE
g

lartimes.com

QoSS0 C20E 192 2507 .77

techweb? web cerf.net

g QoES0C20E 192 2253181 54

w331 ficlelity com

12 Qe C20E 204 71 2001450

22 yahoo.com

13 QoES0C20E 204 71 2002435

img3 yahoo.com

14 QoL C20E 205181 112.46

12 zdnet .com

15 QoE S0 C20E 206 56.0.2

dn=2 noc best net

16 Qe S0 2 0E 206 565 .69

dn=zl noc best net

ko

Three columnsin the Address Book identify each station in the network.

MAC Address
IP Address (if available)
Host Name (if available)

MAC address is a 12-byte unique address to identify a station. For an Internet host, the MAC
addressisusualy the local router's MAC address. If agtation is not using I P as the transport
protocal (e.g. IPX), the IP address column will be blank. LanExplorer discoversthe local

NetBIOS host name from captured NetBlOS packets and aso queries the Domain Name Server
(DNS) to identify the Internet host name.

When duplicate MAC or duplicate | P addresses are discovered, the Address Book displays the
addressesin Italics and in adifferent color.  Only the second and subsequent duplicate addresses
aredisplayed in Italics and adifferent color.

The Host Names (or domain names) displayed in the address book are used to update the Traffic
Matrix and Hogt tables. Changing names in the Address Book will automatically update the
respective tables on the next screen refresh. Host Names may be added or overwritten in the
Address Book - just click on the gppropriate cell and enter anew name.
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Address Book Commands

Button | Type Description

& Find Next Type name or address, then click this command to find.
New To create anew entry.

b Delete To delete one or more entries.

wd Properties To change display settings.

=] Print Table To print the Address Book.

Page Setup To st up the page format.

=) Header/Footer | To set up the header and the footer.

Y DNSLookup | To start DNS lookup manualy.

Tip: To usethe Find button, first select the appropriate column by clicking on the column.

Tip: If domain names are not displaying (e.g. due to a DNSfailure on the first pass), use the DNS Lookup button to
start a new lookup.

Tip: The Address Book may be exported to another application - e.g. Excel - by selecting and copying the contents.
To select, hold down the left mouse button and highlight the cellsto copy. To copy, use Ctrl-C to copy, go to the
other application, and use Ctrl-V to paste.
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Chapter 5: Network Protocol Analysis

Starting and Stopping Packet Capture

Click the Start Capture command in Toolbar or the "Start" menu item of the Capture Menu to
launch the Packet Capture in-progress window. Information such as number of captured packets
isupdated in red time. Other information such as "Filter Applied” and "Buffer Usage” are dso
helpful to determine the current status of Packet Capture.

iZ1 Packet Capture 4 _ | O]

‘ Packet capture in progress...

To view captured data, click here or 2elect the "Stop Capture® command
Packets Captured  |611

Octets Captured 523964

Packets Seen £11

Oictets Seen 523964

Elapse Time 00:00; 33315

Fitter Applied Detault

Buffer Size 4096 KB

Butfer Usage 15 %

4| ' | 0

Click the Stop Capture command in Toolbar or the "Stop" menu item of the Capture Menu to
stop Packet Capture. The Packet Capture window gives a snapshot of captured packets stored in

memory.

i@ Packet Capture 3 O] %]
hd Destination Source Protocol =

13 |210.77.224.110 Intmax TCF 1

14 |[Intmaxl Intma? MetBlI0S

15  |[Intmax? Intmazxl MetBI0S

16 |[Intrmax? zeve 22 info net TCR

17 |zeved? info.net Intma? TCR

18 [zeweldZ.info.net Intmax TCP

19 |Intmax? sprinter.millenniumit.com  TCP

20 |lIntmax2 Fremont TCR

21 |sprinter.millenniumit.com  Intrmax’ TCP

22 |Fremont Intrmax2 TCF

23 |Intmax2 Fremont TCF

24 |Fremont Intrmax2 TCF -

q | o

b= Default liEm 252 |@&) Mane [ [F 252 4

Y ou can highlight a packet by clicking the packet. Double clicking a packet or selecting
Protocol Decode command in the Toolbar menu will bring up the Protocol Decode window for
the packet. To perform multiple selections, hold the control key while clicking the left mouse
button.
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Clicking the right mouse button on any title bar or any cdl in the Packet Capture window will
give you one of the popup menus as below that enables you to change the display format or do
other functions with the packet(s).

¥ Host Mame Frotocol Decode Elapse Tick
¥ [etwork Address Send Packet... Relative Tick
v “Yendor Code ; : v [nterPacket Tick
Display Filter...
Frotocol Decode Flay Back... Frotocol Diecode
Send Packet... Show Al Send Packet...
Display Filter... Display Filter...
Play Back... - Protocal column Play Back...
m mn
Show Al Summery colu Show Al
Size column
Dedtination column - TimeTick column
Source column

The menus give you the following options:
Digplay host name in the Addressfidd if available. Host Name menu item must be checked.
Display network addressin the Addressfidd if available. Network Address menu item must
be checked.
Digplay MAC address with IEEE Vendor Codein the Addressfield. Vendor Code menu
item must be checked.
Display 12-byte MAC addressin the Address field if none of the above menu itemsiis
checked.
Bring up the Protocol Decode window.
Bring up the Send Packets window for selected packet.
Seat up Display Filter.
Play back the selected packets or dl packetsin the capture buffer.
Show dl columns and rows in the window.
Sdlect Elgpsed, Relative or InterPacket time tick display.
Elapsed — measures the time of capture of each specific packet, relative to the most recent
enactment of the packet capture function.
Reative — measures the time from each packet’ s capture, relative to the first packet.
I nterPacket — measures the time between the capture of each packet, reative to the
previous packet.
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Viewing Packet Contents

Double click any packet in the Packet Capture window or select the Protocol Decode command,
and the Protocol Decode window will be displayed with detailed protocol andysis. The upper
pane of the Protocol Decode window displays the Hex and ASCII formats of the packet. The
lower pane of the Protocol Decode window displays the interpreted protocols.

Click and highlight any item in either pane of the Protocol Decode window, and the
corresponding item in another pane of the Protocol Decode window will be highlighted as well.
Thisis useful for understanding the contents of a packet — byte by byte.

Six tool bar buttons on the left of the window alow for crusing of the specific packet capture

buffer. They arethefirg, the previous-10th, the previous, the next, the 10th and the last packet
from the specific Packet Capture window.

00 0o 93 02 20 64 00 A0 C3 25 A003 03 00 45 00
0o 30 35 15 00 00 80 11 OF 58 01 13 80 88 CE 36
00 15 06 15 00 35 00 23 A0CH

% Question Cournt: 1

------- % Anzwer Count: 0

b % A1 thority Coont 0 :'"j
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Applying Pre-capture or Post-capture Filter

Click "Cgpture Filter" command in Toolbar for pre-capture filter or "Display Filter" command in
Toolbar for post-capture filter of a gpecific Packet Capture window. Thesefilters can dso be
launched from the Capture Menu and the View Menu. There arefive tabsfor five different
groups of filters. For example, click "Layer 3+" tab to set IPITCP/UDP filters.

Layer 2 MAC Filter
Broadcast - Multicast - Unicast

Layer 2VLAN Filter
802.1q - CISCOISL - Others (non-VLAN)

Layer 2 Filter Example

Packet Capture Filter E3 |
YA A
Erafiles: Layer 2 | Layer 2/3 | Layer 3+ | Address | TCRAUDP Part|
Drefault — MaALC — LA
Maon-Unicast ! Broadcast v a8021g
v Multicast ¥ I5L
r SE v Others

k. I Cancel

4?2
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Layer 2/3 Ethernet Il Filter

IPARP - IPX - DEC
Vines IP/Echo - XNS - Others
AppleTak/ARP

Layer 2/3LLC Filter

IP - 1SO - IBMNM
NetBIOS - BPDU - RPL
IPX - XNS - Others
SNA

Layer 2/3LLC SNAP Filter

IPARP - IPX - XNS
Vines |P/lEcho - DEC - Others
AppleTak/ARP

Layer 2/3 Raw Filter
Raw XNS/IPX

Layer 2/3 Filter Example

Pocket CoptureFier |
x|

Ercfiles: Layer 2 Layer 2/3 | Laver 3+| .ﬁ.ddressl TCRAIDP F'u:urtl
Drefault — Ethemet |1 ~LLEC — SHAP —Raw
% Frp P AP v P POPERE || Rawtx
[ “ines IP/Echo [ retBIOS [ ¥ines IP/Echo
I AppleTalk/arP || IR " AppleTalk/4RF
I P [~ SH& I IPx
[ %NS [ 150 " DEC
[~ DEC [~ BFDU [ NS
[ Others [ =Ms [T Others
[ IBMNM
[~ RPL
[ Dthers

)4 I Cancel
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Layer 3+ IP/ARP Filter

ARP - GGP - UDP
|PSec ESP - TCP - OSPF
IPSec AH - EGP - RSVP
ICMP - 1GP - Others
IGMP

Layer 3+ TCP/UDP Filter

FTP . SUNRPC . RIP
Telnet . NNTP . BGP
SMTP . HTTPS . Time
DNS . NetBIOS . LDAP
BOOTP . SNMP . IMAP4
TFTP . POP3 . Others
HTTP

Layer 3+ Filter Example

Pocket CoptureFiler g
V%2

Profiles: Laer 2| Layer 2/3 Layer 3+ | ddress | TCR/UDF Port |
Default — IP/ARP - TCP/UDP

% FTP-Only [ &RP [T OsPF ¥ FTP [T MetBlOS
" IP5ecESP [ RsYP [T Telnet [T SMMP
[T IPSec &H [" Others [ SMTP [ POP3
[ ICMP [ DNS [ RIP
[ IGMP [ BOOTP [ BGP
™ GGP [ TFTP [ Time
I TCP [ HTTP [ LD&P
[ EGP [" SunRPC [ IMaPd
[ IGP [ NNTP [T Others
v LUDF I~ HTTPS

k. I Cancel
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Address Filter

A maximum of four address pairs can be specified for each address filter. Configuring the
addressfilter is described below.

Packet Capture Filter E3 |
x| #
Profiles: Laer 2| Layer 2/3 | Layer 3+ Address | TCRAUDP Part|
% Defaul A Enown Sddresses:
ress Mode
MacAddress1 ot - |88 any Address -
~ = ------ %— Broadcast Address (DA=0<FFFFFFFFFFFF)
E F Multicast Address (Dag=0x010000000000)
Ewcliide ES Addrezz Book,
= e e - B 00400523975E 5
HEets i .
&ddress Filter List:
~Fiter Mode — e —
Address 1 | Direction | Address 2 -
& Inclusive | |1]00400529975E [ = |[any sddress
2
) Exclusive FE—.-ZE
3 E=E e
= =

] I Cancel |

Address Mode
Choose between | P address and MAC address.

Exclude Non-1 P Packets
Do not capture non-IP packets. Option available only when Address Modeis IP.

Filter Mode
Choose between Inclusive and Excdusive.

Known Address
Ligt of al predefined and learned addresses in tree view.

AddressFilter List

Drag and Drop is a feature to move a known address from the Known Address table to the
Address Filter list in Address Filter. Press and hold the left mouse button on the known
address and move the pointer to either Addressl or Address2 of the Address Filter list and
then release the mouse button.
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Direction
Clicking adirection box between Addressl and Address? will let you select three different
ways of traffic between the two addresses.

1. Addressl to Address2 (->)
2. Address? to Addressl (<-)
3. Addressl to Address2 and Address2 to Addressl (<->)

TCP/UDP Port Filter

A maximum of four port pairs can be specified for each TCP/UDP Port Filter. Configuring the
TCP/UDP Port Filter is described below.

Packet Capture Filter E3 |
V%2
Erafiles: Laner 2| Layer 2.-"3' Layer 3+| &ddress  TERAUDE Port |
% Default ~ Filter Mode—— Port Filter List:
iy Port1 | Directon |  Potz | TcP | uDp |-
& Inclusive | |1 |HTTP ErEEm ]
Fie 2{HTTPS MAM ]
LEECILENE E
| E=r 1~ 0|0
afa - 1 =

v Exclude Hon-TCRAUDP Packets

k. I Cancel

Exclude Non-TCP/UDP Packets
Do not capture non- TCP/UDP packets. Option available only when modeisin TCP/UDP.

Filter Mode
Choose between Inclusive and Exclusive.

Direction
Clicking adirection box between Port1 and Port2 will let you select three different ways of
traffic between the two ports.

1. Portl to Port2 (->)
2. Port2 to Portl (<-)
3. Portl to Port2 and Port2 to Portl (<->)
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Pattern Filter of Post-capture Filter

Pettern Filter is afeature only available for Display Filter (post-capture filter). Y ou can specify
the data pattern to match. The packets will not be displayed in the Packet Capture window if
they don’'t match the data pattern at the specific packet offsets. Data pattern formats can be
either ASCII or HEX. Data pattern size in byte and packet offset are dso available criteriafor
the Pettern Filter.

Below is an example where only NetBIOS Response packets will be displayed after the Pattern
Filter is activated. Only packet with data pattern “OxF0” “OxF1” at the 15" and 16" byte offsets
will be passed through the Pettern Filter.

Packet Display Filter Ed
ekl
Profiles: Layer2 | Layer2/3| Layer 3+ | Address | TCP/UDP Port Patiem |
m Default
Data: pj1]2[3[4[s[sf[7[B]9]A[B][C[D[E[F]

0000
0010

Format: IASCII "I
Size: ID 3:
Offset: ID 3: Fram: |Start of Packet j

QK Cancel
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Setting up Profile

&|  New profile
&| DdetePrdfile

With LanExplorer, users can define higher own filter profile. The New Profile button is next to
the Profile name box and you can see the New Profile name in the adjacent editable combo box.

Smply click the New Prafile button and enter aname for the new profile. Then check or

uncheck the boxes below to compose the new profile. A filter profile coversdl four groups of
filters and you may click another tab to add or delete more filters for the new profile. Click the
OK button to save the new profile. All profilesin LanExplorer are saved for later use. Clicking
the combo box in the Profile will give you alig of profiles to choose from. Y ou can delete any

profile except the default profile.

Profiles gpply to dl five groups of filters. Combination profiles can be created for filtersfrom

different groups. For example, click on the New Profiles button and then type in a name for the
filter (i.e. Fremont-Unicast). Click on Layer 2 and unsdect dl filters but Unicast.

Packet Capture Filter

& X[

Profiles: Layer2 | Layer2/3 | Layer 3+ | Address | TCP/UDP Port]
P Defaut MAC YLAN

) orrLricsst ™ Broadcast ™ 8021q

? IP-Ony " Multicast [ HsL

F FTP-Only

’g} Web-Only W Unicast ¥ COthers

"g'} Sunmyvale-PC
’i{'} Fremont-Unicast

e

Cancel

Then click on Address. Drag the IP address “Fremont” from Known Addressesto the Address 1
column. Then drag “Any Address’ from Known Addresses to the Address 2 column. Click on

the Direction column in row one to change the direction to “to-and-from’.
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Packet Capture Filter Ed |

x|

Profiles:

Addresz Mode
= MaC
= |p

Drefault
Fremont-PC

Laer 2| Layer 2/3| Layer 3+ Address | TCP/UDP Port |

F.nown Addreszes:

....... [BH any Address

------- %— Broadcast Address (255,266,256, 2655)

%— Multicast Address
E% Addrezz Book

Exclude :
4 g-:gka!tz ------ 5 130.239.8.20, prawy2.urmu. e j
Add Filter List:
~Fiter Mode — et
Acldresz 1 | Direction | Address 2 ﬂ
& Inclusive | (120924141 140, Fremont B @ B J|any address
r T b E=m
E ucluzive —
3 EeE -
[ —
ITI Cancel |

Select All and Clear All
¥ SdetAll

%] Clear All

There are two buttons on the upper-right corner of the window available to sdlect dl filter check
boxes or clear all filter check boxes. If there aretota 20 filter check boxes and al selected and
you want to delete 19 of them, the fastest way isto clear al of them and check the one you want.

TCP/UDP Port Definition
#  TcPUDP Port Definition

The TCP/UDP Port definition table includes many applications preassigned to sandard port

numbers based in RFC 1700.
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Packet Capture Trigger

Packet Capture Trigger provides away to capture packets by user-defined events. There are two
windows (tabs) to enter events and options, oneis for starting Packet Capture and another is for
stopping Packet Capture.

Trigger to Start Packet Capture

Any of the following trigger events can be used to start Packet Capture.
Exact date and time to start capture packets.
Any day or many daysin aweek at a pre-defined time to start capture packets.
Any darm event occurring to start capture packet.

Packet Capture Trigger [ X]
8 Y%
Erofiles: Start | Stop |
Y None ¥ Date and Time:
E Default .............................................. r:. I Frlday 15 July 1999 1145 AM :Ivl
c S|@®0000 @ [raeam =
Subd T W Th F 5
[~ Alarm Events: LHilization ﬂ
Packet Rate
Broadcast Packet Rate
Multicast Packet Rate
| Inimast Facket Bata j
" Eile Existence: I _l
Capture
Filter: I Diefault j
Buffer Size: |E4 3: KBytes
v Wyrap Around Buffer
(0] | Cancel

Packet Capture Options

Filter applied to Packet Capture
Buffer 5ze
Wrap around buffer if buffer isfull
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Trigger to Stop Packet Capture

Any of the following trigger events can be used to stop Packet Capture.
Exact date and time to stop capturing packets.
Minutes after starting Packet Capture to stop capturing packets.
Any aarm event occurring to stop capturing packet.
If the capture buffer is full, stop capturing packets.

Packet Capture Trigger E3
' Vx|
Profiles: Start Stop |
E Mone
¥ Default | Fidoy 16 July 1339 1145 AM bl
g |3 3: frinutes after start
[~ Alarm Ewvents: Iilization il
Packet Rate
Broadcast Packet Rate
Multicast Packet Rate
| InirAst Parket Rata LI
v Buffer Full
—After Stop Trigger

[T Capture IEI 3: packets more

[~ Execute Command: I _l
I~ Play Audio File: | _|

" Be-Start Trigger

0] | Cancel |

Stop Trigger Options

There are options after stopping Packet Capture.
Capture pre-defined number of packets after event trigger.
Execute an gpplication.
Re-gart the trigger and waiting for event to start Packet Capture again.
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Chapter 6: Network Statistics

General

Use Network Statistics to understand overall network traffic patterns. The statistics are divided
into 2 mgor groups. Rate and Didtribution Charts. Didribution charts are further divided

between Historical and Accumulated charts.

Tab/Group lcon Name

% Rate | |[EZ  Ratecharts
[l vistibuion [F  Hidoricd
o digtribution
[l pistrioution =  Accumulated
o digtribution

Description

Showstraffic asa"rae”’ over time - integrated with
(threshold) darms and useful for monitoring

Shows traffic as a percentage of totd traffic - for
understanding overdl traffic patterns

Shows traffic as a percentage of totd traffic over time
- useful for troubleshooting and understanding traffic

patterns in specific time periods

Launching Accumulated or Historical Distribution

Each accumulated or historicd digtribution has an icon associated with the name. Click the
button of accumulated or higtorica digtribution such as"MAC Laye™ in the Digtribution
category of the Statigtics Task Pane to launch the distribution window.

Avallable higorica digributions are:

MAC Layer
TCP/UDP
Protocol
Packet Size

Available accumulated distributions ares
TCP/UDP

Protocol
Packet Size
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o |
Traffic
Statistics
in second Type | Interval
E MBS Lawer Pachets 15
ETEFIUDF Packets 15
E Protocaol Packets 15
E Packet Size Pachets 15
ﬁTEFa’UDF Pachets 15
5 Protacal Packets 15
ﬁ Packet Size Packets 15
(4l pistribution | % Rate |
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MAC Layer Statistics

Launch "MAC Layer" digtribution from the Statistics Task Panel. A higtoricd digtribution
example is shown as below.

iill MAC Layer Packet Distribution

I [ Brosdeast B tutticast B Unicast

The MAC Layer digribution consgts of the following members.

Broadcast packets
Multicast packets
Unicast packets

Y ou can sdlect ether packets or octets in the Type fidd of the Satistics Task Panel for this
distribution. The total packets or octets are 100% of the MAC Layer packets or octets.
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Protocol Statistics

Launch "Protocol” distribution from the Statistics Task Pand. An accumulated distribution
exampleis shown below.

.*% Protocol Packet Distribution

Pratocal Packet Distribution (zince 11722085 09

S I S ISy 4 S i

O o o I IS I S S I
SHE IS0 ¥MS  DEC

Ol
. Wines

B cepeTak [ MetBIOS [] sma []I=0
|:| Cthers

The Protocal digtribution consists of the following members.

|P packets - 1S0 packets

IPX packets - Vines packets
AppleTak packets - XNS packets
NetBIOS packets - DEC packets
SNA packets - Other packets

Y ou can sdlect ether packets or octets in the Type field of the Statistics Task Panel for this
digribution. The total packets or octets are 100% of the Protocol packets or octets.
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TCP/UDP Statistics

Launch "TCP/UDP" digribution from the Statistics Task Pandl. An accumulated distribution
exampleis shown below.

ill TCP/UDP Packet Distribution

4 [
] FrP B Teinet B svterorzamiars [ HTTRIS)
[] mrTR [] metBios | B B others

The TCP/UDP digtribution consgsts of the following members.

FTP packets (download protocol)

Telnet packets

SMTP/POP3/IMAP4 packets (Mail protocols)
HTTP/HTTPS packets (Web protocols)

NNTP packets (News protocol)

NetBIOS packets

SNMP packets (Network Management protocol)
Other packets

Y ou can sdlect ether packets or octets in the Typefield of the Statistics Task Panel for this
distribution. Thetotal packets or octets are 100% of the TCP/UDP packets or octets.
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Packet Size Statistics

Launch "Packet Size" digtribution from the Statistics Task Pand. An accumulated distribution
exampleis shown below.

. Packet Size Distribution

(17.00) 5

[16.00) 6.02%

[1:32.00) 37 .14%

(36.00013

W 5127

B 125255

B 255-514 [[] 5121023 [ 10241518

||:|54

The Packet Size digtribution congsts of the following members,

Packet size 64-byte packets

Packet size 65-byte to 127-byte packets
Packet size 128-byte to 255-byte packets
Packet size 256-byte to 511-byte packets
Packet size 512-byte to 1023- byte packets
Packet size 1024-byte to 1518-byte packets

Chart Properties

Click the Display Properties command in Toolbar or the Properties item of the View menu to
launch the Chart Properties window for the active statistics window. Please refer to the section
on Display Properties for additiond information.
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Using Threshold and Alarm

Setting up Threshold

Click any parameter cdll (Threshold, Type or Interva) in the Rate tab of the Statistics Task Pandl
to change the parameter. For example, setting the Broadcast threshold to 1000 packets and
Interval to 15-seconds means an darm will be triggered if more than 1000 broadcast packets
have been seen during a 15-second sampling period. Severa ways to change parameters are
described below.

1. PressBackspace(s) to clear the value and type into anew value.
2. Usethe Up arrow to increase the value.
3. Usethe Down arrow to decrease the value.

2] x|
Traffic
Statistics
in second Threshald | Type Interval =
E Litilization % A0 MA 15
E Total A000  Packets 15
E Broadeast 1000 | Packets 15
E hilticast 1000 | Packets 15
E Unicast A000 | Packets 15
E IChiP 200 | Packets 15 |
ETEF SWHC 1000 Packet= 15
E fid Bytes 000 Pachets 15
E G5-127 2000 Packet= 15
E 123-254 2000 Packets 14
E 286-511 2000 Pachkets 15
fiiz 512-1023 2000 | Packets 15 LI
[l vistiouion %> Rate
Available rate items are listed below:
Utilization - Packet sze 256-byte to 511-byte packets
Errors - Packet sze 512-byte to 1023- byte packets
Total packets - Packet size 1024-byte to 1518-byte packets
Broadcast packets - Tranamit errors
Multicast packets - Recelveearors
Unicast packets - Number of calligons
ICMP (Ping) packets - Underrun errors
TCP SYNC (Session Start) packets - CRCerors
Packet size 64-byte packets - Alignment errors
Packet size 65-byte to 127-byte packets - Overun erors

Packet size 128-byte to 255-byte packets
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L aunching Rate Monitoring Windows

Click a Rate such as "Utilization" to launch the monitoring window. A background task for this
window periodically checks the threshold value of specific items. If the task detects a higher rate
than the threshold in a predefined sampling period, darm will be st in the Alarm Log window.
The next section describes how to read the darm event from the Alarm Log window.

il Utilization

LHtilization
041655 11:56:24 PM - 0441 70938 12:00:09 Ak

In this second example for the utilization table, ared bar appears across the 10% marker. The
red bar indicates the threshold level that was specified for an darm event.

il Utilization

LHtilization
05/09/99 01:29: 24 PM - 050999 01:31:09 PM
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Alarm Log

If a"Rate" being monitoring from the Statistics Task Pand exceeds the threshold, an alarm event
will belogged in the Alarm Log window. Click the Alarm Log icon in the Traffic Task Pand to
view logged events, or the Alarm Log window will be automatically launched once thereisan

event to report during runtime. Color scheme of the darm is described below:
Red — Ciriticd
Magenta— Magjor
Ydlow — Minor

Green — Information
Blue— Threshold

* | Severity Time Stamp Description -
5] b 11022093 07:48:51 AM  Broadcast Packet Rate threshold value exceeded. Value =15
7 11722095 07:49:02 AM  Packet Rate threshold value exceeded. Value = 16324 .00, Thre
g 11722035 07:49:06 AWM Broadcast Packet Rate threshold value excesded. Value =13
9 1172298 074917 AM Packet Rate threshold value exceeded. Value = 140500, Thre
10 11022085 07:49:21 AWM Broadcast Packet Rate threshold value exceeded. Value =13
11 1172208 074932 AM  Packet Rate threshold value exceeded. Value = 1574 .00, Thre
12 11022093 07:49:36 AM  Broadcast Packet Rate threshold value excesded. Value =12
13 11022093 07:49:47 AM Packet Rate threshold walue exceeded. Yalue = 1285.00, Thre
14 11022095 07:49:55 AM  Broadcast Packet Rate threshold value exceeded. Value =11
12 11722095 07,2002 AM  Packet Rate threshold value exceeded. Value = S72.00, Thres
16 11722088 075017 AM Packet Rate threshold value exceeded. Value = B55.00, Thres
17 1172298 0750532 AM Packet Rate threshold value exceeded. Value = 744 00, Thres
18 11722033 07. 50047 AWM Packet Rate threshold value exceeded. Value = B37.00, Thres
-
« | 0

A popup menu will be shown as below if you dlick the right mouse button in the Alarm Log
window. You can delete darm log entries by clicking any of the selections.

Current - current entry

Selected - highlighted entries (To sdlect multiple entries, hold the control key while clicking
the left mouse button.)

All - dl entries

Unencrypted Password Alarm

Alarm Log captures and records successful and failed FTP logins - except logins with the user
name “anonymous.” POP3 |ogins are recorded in the Alarm Log window as well. Destination
(IP address or site name), source (IP address or site name) and user name of each FTP/POP3

transaction are displayed in the Alarm Log window.
Tip: Unencrypted passwordsin FTP and POP3 packets should be minimized and/or eliminated.
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Chapter 7: Traffic Generator

Sending Packet from the Packet Sends window

Click the "Send Packets' command on the Toolbar or the "Send Packets' menu item of the Tools
Menu to launch the Send Packets window. Y ou can change the "Send Packets' parameters. A
small protocol decode window is below the packet content and displays the interpreted protocols
from the packet content. Click the Send button to start sending packets to the network. Users
can interrupt the sending beforeit finishes by dicking the Stop button.

¥ Send Packets

Packet Size: | = Bytes Packets Sent. || i

Delay: IED 3: Millisecond(s) Bytes Sent; 54
lteration: |1 3: Time(s) (0: Forever) Elapse Time:
[
Facket Data:
0000 |FF FF FF FF FF FF OO0 40 05 AD3F E400 00 00 00§ ¥ ¥ § ¥ ¥ . @ ?
0010 00 0O 00 Qo oo 00 00 0000000000 00 000000 L L —
0020 (00 0O 00 Qo aQ 00 00 0000000000 00 000000 L L
0030 00 00 00 ao oo 00 00 0000000000 00 000000 L L L
1| | Ll P

Sending Packets from the Packet Capture window

Clicking the right mouse button on any cell in the Packet Capture window shows a popup menu
asbeow. You will have options to send an edited packet or play back a packet.

v Host Mame
¥ Metwork Address
v Yendor Code

Frotocol Decode..
Send Packet. .

Display Filter...
Flay Back...

Show Al




Traffic Generator

Send Packet Option

By dlicking Send Packet in the menu box, the Packet Sends window will be displayed using the

packet content from the Packet Capture window. Now you can edit the packet content before
sending it to the network. The rest of the procedures to send packets to the network are the same
as mentioned in the previous section.

£% Send Packets

Packet Size: |54 3: Butes Fackets Sent: 3333 =
Delay: |'| E: tillizecond(z] Bytes Sent; B39936

|teration: IEI 3: Tirnelz] [0 Farever] Elapze Time:  |00:01:46.223

[

Packet

ooon|FF FF FF FF |FF FF |00 A0)C3 25 |A0 05 00 00 00 00 A T P P P
0040 |00 00 00 0000 00 00 0o o0 0000 00 00 0o 00 o0 S R I P R I P N I
0020 |00 00 00 0000 00 00 0o o0 0000 00 00 0o o0 o0 (.

0030 |00 00 00 00 00 00 00 00 o0 o0 | o |00 |00 |00 a0 ad

1] |
FPacket -

1] | v

Play Back Option

The Play Back option sends packets back to the network without editing the packet content.
User can send multiple selected or dl packets in the capture buffer from the Packet Capture
window back to the network and with as many iterations as you wish.

Play Back Packet Capture 3 |

Packet[z]
’71!"' Selented (o ﬁIE

|teratian |'| 3: Time(z]

[
Packets Sent: |

Butes Sent: |

Elapze Time: |

Send I Cloze
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Chapter 8: Settings
Enforcing Login Procedure

Click the "Preferences’ menu item of the Settings Menu to view the Preferences window. Once
the password is set, "login” will be required when launching the LanExplorer gpplication and
you won't be able to change it again until you have successfully logged in to LanExplorer.

Preferences B

Lagin |Genera|| Capturel Memm‘yl Polling | g | Histm‘yl

" Enfarce Login Procedure:

Change Password

Old Password: I
Mew Fassword: I
Wetity New Password: I

(0] | Cancel

Follow these steps to change the password:

Check the Enforce Login Procedure check box.

Enter the Old Password or leave it blank if it was not set before.
Enter the New password.

Enter the New password again in the Verify New box.

ALWDNPE

To remove the Enforce Login Procedure, uncheck the Enforce Login Procedure check box.
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General Preferences

Click the "Preferences' item of the Settings Menu, then dlick the "Generd™ tab to change the
Generd Preferences.

Preferences |

General |Memu:ur_l,l| F'-:ullingl Wiew I Hist-:ur_l,ll

¥ Enable promizcuous mode

[V Enable DMS lookup

[ Enable NetBlOS aver TCPAR on DHS lookup

¥ Enable alarm of ukencrpted password hanzactions

¥ Count FTP passive mode packets
[ Automatically monitor statistics threshald alams

| k. I Cancel

Enable promiscuous mode

When the check box is selected, al packetsin the network segment will be captured even
though a packet is not sent to this station. Otherwise, only broadcast/multicast packet and
unicast packets sent to this station will be captured. When using LanExplorer for server
gatistics, promiscuous mode may be disabled.

Enable DNSlookup
When the check box is selected, a DNS reverse lookup packet will be sent to the DNS Server
to resolve the Internet name of an IP address.

Enable NetBIOS over TCP/IP on DNS lookup

When the check box is selected, a NetBIOS query packet will be sent directly to the IP
Address to resolve the host name.

Enable alarm of unencrypted password transactions
If the check box is selected, the Alarm Log will record any successful (Green — Information)
or faled (Magenta— Mg or) FTP/POP3 login except user name “anonymous.”

Count FTP passive mode packets
FTP Passive Mode packets will not count as FTP packetsif this option is not checked.

Automatically monitor statisticsthreshold alarm
Alarm can be generated without launching the statistics chart. If the check box is selected,
dl avallable gatigtics in the Rate Pane of the Statistics Task Pandl will be able to generate

dam.
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Capturing Options

Click the "Preferences’ menu item of the File Menu, then click the "Capture" tab to change the
capture options.

Preferences [ %]

Login | General Capture |Mem0ry| Polling | Wiew | Histuryl

Buffer Size: = KBytes

Buffer Full Actian
’75“ Stop Capture  Wrap Around Buffer

" Memory File: _l

(0] | Cancel

Buffer Size
User can adjust the buffer size of Packet Capture. This depends on the total systerm memory.

For example, giving 512K or IMB is pretty reasonableif the totd system memory is 32MB
or 64MB.

Buffer Full Action
Stop Capture
The Packet Capture in-progress window will be stopped and packets captured will be
listed when the capture buffer isfull.

Wrap Around Buffer

The oldest packet in the buffer will be overridden by new captured packet when the
capture buffer isfull. The Packet Capture continues until the Stop Capture command is
clicked.

Memory File

If the box is checked and the file nameis specified, al captured packets will be saved to the
file and can beretrieved later. Click the browse button to specify the file name.
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Memory Preferences

Click the "Preferences’ item of the Settings Menu, then click the "Memory" tab to change the
Memory Preferences.

Preferences |

General Memomy | F'-:ullingl LT I Hist-:ur_l,ll

bd awirmum fraffic lookup entries;

bl awimum TCPAUDR port traffic lookup ISE?E? 3:

| k. I Cancel

Maximum Traffic lookup entries

Maximum number of unique entries of Source and Destination Address that can be used for
Traffic Matrix and Host Table display purpose.

Maximum TCP/UDP port traffic lookup entries

Maximum number of unique entries of Source and Destination Port that can be used for
TCP/UDP Port Table/Chart display purpose.
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Polling Frequencies

Click the "Preferences’ item of the Settings Menu, then click the "Polling” tab to change the
polling frequencies. Click any parameter cell and the spin buttons gppears. Severd waysto
change parameters are described below.

1. Press Backspace(s) to clear the vaue and type into anew value.
2. Usethe Up arrow to increase the value.
3. Usethe Down arrow to decrease the value.

Preferences |

Generall Memay Folling |"-.r"iew I Hist-:ur_lrll

seconds |
Statistics 10
; : dy =
Tratfic Matrix TableiChatt =
Host TableZhart 10
TCPAUDP Port TableiZhart 10

| k. I Cancel

Statistics
Counter update in the Console Panel.
Chart update in the Statigtics Chart Windows.

Traffic Matrix Table/Chart

Traffic Matrix Table update.
Traffic Matrix Chart update.

Host Table/Chart

Host Table update.
Host Chart update.

TCP/UDP Port Table/Chart

TCP/UDP Port Table update.
TCP/UDP Port Chart update.

Tip: Increase the polling frequency to reduce processing requirements for screen updates. The
minimum frequency is 10 seconds. Setting polling frequency at 300 seconds is recommended.
Tip: Use the Refresh button to force manual refreshes when needed.
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View Options

Click the "Preferences’ menu item of the File Menu then dick the "View" tab to change the view
options. 'Y ou can check or uncheck any check box to enable or disable the feature.

Preferences [ %]

Lagin | Generall Capturel Memuryl Polling  iew |Hist0ry|

V¥ Save display settings to profile;

I Automatically adjust cell width to fit string length
= tan tedin cells

¥ Bring Alarm Log window to top at alanm event

(0] | Cancel

Save display settingsto profile
Settings will be reloaded in next sesson.

Automatically adjust cell width to fit string length / Wrap text in cdll

Cdl width will be automatically adjusted to fit string length. If it isnot checked, “Wrap text
in cel” option can be checked to wrap text in cdll.

Bring Alarm Log window to top at alarm event
This option alows you to see the darm right away when it happens.
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History Preferences

Click the "Preferences' item of the Settings Menu, then click the "Higtory™ tab to change the
Higtory Preferences. These preferences gpply to dl historicd distribution and rate windows
launched.

Preferences |

Generall Memu:ur_l,ll F'-:ullingl Wigw  Histary |

Sampling Period: ot IHDur[s] j
Threshold Alarm I Onice Orly j

¥ Scroll out aged data after sampling period expired
[" | Eit chart in one page

| aF. I Cancel

Sampling Period
Given minute(s), hour(s), day(s) or week(s) as long as the systerm memory available to record
the gtatistics history. Default is 6 hours.

Threshold Alarm

Beep sound off, once only or continuoudy when threshold darm has happened. Default is off
a darm event.

Scroll out aged data after sampling period expired

Stop the statistics history chart when sampling period has come to the end. Default isto
continue log gtatigtics history and drop the oldest statigtics (scrall).

Fit chart in one page

There will be no scrolling bar available and everything will be seenin one page. Using this
option may cause the time basdine display to overlap.
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Connecting to a Remote Agent from LanExplorer

Click the "Remote Agents' item of the Setting Menu or the Remote Agents pane of the Status
Bar to bring up the Remote Agents control window.

Remote Agents |

Acti A
i Addrezz (Host) | Password o = o

Status Imcle
1 20924 141 100 public MCZ 10M 00 Fast Cancel |
[Martel) Ethernet PCI Adapter
20824141 1M puklic Windowes NT Remate &

Clear &1 |

Digcover |

LI OO0 &

Lo Rt W o O R

Lo

Socket IEEEEE Tirneaut: |5 3: seconds

¥ Exclude traffic/statistics between selected remote agent and this application

To connect to a Remote Agent, do the following Steps:
- Enter the Remote Agent |P address.
Enter the Remote Agent password (default is“ public”)
Enter the Remote Agent adapter index (0 base).
Sdect Active Status.
Click OK.

To discover Remote Agentsin the same | P subnet of the LanExplorer application, click the
Discover button. All Remote Agents will be discovered automaticaly by the LanExplorer.
Socket port (default is 58888) for Remote Agents can be changed in the box at the bottom of the
window.
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Choosing Adapter to Use

If there is more than one LAN adapter in the system, you can switch to another adapter by
clicking the"Loca Adapter Bindings' item of the Settings Menu to launch the window and
switch to another adapter.

Local Adapter Bindings |

Adapter: 1] Intel EtherE wpress PR
Spead: [10 | Mbps =]

D ezcription: IInteI EtherE sprezz PRO Adapter

0 Adapter

Service Mame: |E1 0og1

2k, Cancel

Adapter for Modem/I SDN

For the 56K Modem/ISDN, select adapter “ Remote Access WAN Wrapper.” Captured packets
will bein Ethernet emulated form.

Setting Speed Option
Speed options for Ethernet are Auto Detection, 10 Mbps, 100 Mbps and 1000 Mbps.
Speed options for Token Ring are Auto Detection, 4 Mbps and 16Mbps.

The Speed option will be used to calculate the bandwidth utilization launched from the Stetigtics
Task Pandl. LanExplorer gets the wire speed from the network device (NDIS) driver if Auto
Detection is selected. Due to some adapters not reporting the correct speed, you can set the
gpeed in this didog box if the wire speed is known.
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Choosing DNS Server for Lookup

Click the "DNS" item of the Setting Menu to bring up the DNS List window. DNS Server is
used to resolve the Internet name of an IP address. By default, LanExplorer uses the current
system setting. However, user can add anew DNS Server or delete an existing DNS server.

sl |

|Qu:umain Mame Server(s] 30 |}( | s 5 I + | | Ok, I
ETE Cancel |
206.86.0.21
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Chapter 9: Open or SaveFile
Savingto File

Click the "Save' item of the File Menu to launch the didog box. Type afile name then click the
Save button.

Sovers —  gE|

Save i I £ LanTrace

135
C10b

| Db.zav
] shghemd?

File narme; Save

I
Cancel |

Save az type:

Facket Capture Files [*.cap]

Opening aFile

Click the “Open” item of the File Menu to launch the didlog box. For example, a Packet Capture
file previoudy saving in the hard disk of another station can be opened and viewed on this
dation.

open  HH|
Lok, i IaLanTrace j 5 =
135
Db

|1 Db.zav
3 aystemd2

File name: || Opeh I
Files of type: IF'au:ket Capture Files [*.cap] j Cancel |
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File Format

There arefive file formats that you can save to the disk and the available formats depend on the

active window you sdlected.
File Format Available Window
Tab Separated Vaue File (*.tsv) Traffic Matrix Table Alam Log
Host Table
TCP/UDP Port Table
Comma Separated Value File (*.csv) Traffic Matrix Table Alarm Log
Host Table
TCP/UDP Port Table
JPEG File (*.jpg) Traffic Matrix Table Traffic Matrix Chart
Host Table Hogt Chart
TCP/UDP Port Table TCP/UDP Port Chart
Alam Log Any Statigtics Chart
Bitmap File (*.bmp) Treffic Matrix Teble Traffic Matrix Chart
Host Table Host Chart
TCP/UDP Port Table TCP/UDP Port Chart
Alarm Log Any Statistics Chart
Windows Metefiles (* .wmf) Traffic Matrix Chart
Host Chart
TCP/UDP Port Chart
Any Statistics Chart

Saving achart in one of the text formats - either Tab Separated Vdue File (*.tsv) or Comma
Separated Vaue File (*.csv) - saves the underlying data satistics instead of the actud picture.

This option is available on mogt of the charts,
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Chapter 10: Display Properties

Grid (Table) Window

Examples of Grid Window
Treffic Marix Table

Hog Table

TCP/UDP Port Table

Address Book
Alarm Log

Summary of Display Options

Click the right mouse button to show a popup menu for selected column(s) or cdl(9).
Resize the column width and row height dragging the line between columns or rows.

Click the left mouse button to select acell, column or row. To perform multiple selections,
hold the control key while clicking the left mouse button.

Change the column order by holding the column title and dragging to the new location.

Print, save and copy if they are available.

Click the "Toolbar" item of the View Menu to view the grid window toolbar.

Grid Window Toolbar

The grid window toolbar available for Packet Capture, Traffic Matrix and Host Tableis
described below. The property changed by the grid window toolbar applies to the current
window and does not affect the property of other grid windows.

Align Center

| @ Zoomin
‘@ Zoom100%
E Zoom Out
Format

; Align Left
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Align Right
Bold

Itdic
Underline
Strikeout
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Display Settings
Move the mouse to the grid window and click the left mouse button once to select the active

window. Click the Display Properties command in Toolbar or the Properties item of the View
menu to launch the Display Settings window.

Display Settings Ed |

— Titlez and GridLines————— [~ Freview

[ Wertical Lines

¥ Huorizontal Lines

Hella,
sl

[ tark Current Bow
™ Mark Current Column

Emm-l:-mm—t
-
L]

— Color — Uszer Propertiez
W |  _attribute | Value |
Fixed Lines . . _| _l Current Cell. |Thin Border. j

Tracking Line

Dragging Line . - . -

Backaground . . . _I
11

k. I Cancel | W Save settings to profile
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Chart Window

Examples of Chart Window
Traffic Matrix Chart
Host Chart
TCP/UDP Port Chart
Digribution Chart windows
Rate Chart windows

Summary of Display Options
Print, save and copy if they are available.
Click the "Toolbar" item of the View Menu to view the chart window toolbar.

Chart Window Toolbar

The chart window toolbar available for any chart window is described below. The property
changed by the chart window toolbar applies to the current window and does not affect the
property of other chart windows.

led] Galery type

(m]| Color paette

lea| 3D

#7]| Cluster option for 3D

EI Zoom in for selected area
| Verticd grid on/off

I[E| Horizontd grid on/off
Fonts

Chart Properties

Move the mouse to the chart window and click the left mouse button once to select the active
window. Click the Display Properties command in Toolbar or the Properties item of the View
menu to launch the Chart Properties window.
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Chart properties

G allery Type:

— Appearance

Stacked Style: IE Poaint Tope: n

]|

Gnd Lines: IE

Eu:ulu:urSu:heme: I' L fJI P

Pairt Size

kd arkeer Wolume

T 20 Eluste f
FED'D[UHES I I B
e 1 | k. I Cancel

Gallery Type

Button | Type Description

ind Area Shows the relative importance of values over a period of time.

= Lines Shows trends or changes in data over a period of time.

El Horizontal Bars | Shows variation over aperiod of time.

@ Pe Shows the relationship or proportions of partsto awhole.

d Bars Shows variation over aperiod of time.

1 Points (Mark) Similar to Lines except that its plots only the points or data
markers.

2 Doughnut Same as Pie but ahole in the middle.

%] Pareto Same as Bars plus cumulative curve indicating the proportion
accumulated by each column in the chart.

= Cubes Shows the relative importance of values over a period of time.
Instead of bars, cubes are the data markers.

|28 Spline (Curve) Smilar to Lines, only that the lines curve to pass through each
point or data marker.

| Polar Showss the rel ative importance of values over aperiod of time.
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Quick Start: LanExplorer

Network Protocol Analysis- Packet Capture and Protocol Decode

51 Packet Capture 4 M=l
‘ Packet capture in progress...
To view captured data, click here or select the "Stop Capture® command
Packets Captured  |611
Octets Captured 523964
Packets Seen 511
Octets Seen 323964
Elzpze Time 00:00: 33,213
Fitter Applied Detault
Buffer Size 4095 KB
Buffer Usage 15 %
1] ' | i

Capturing every data packet is an idea way to determine and pinpoint a network problem before
it becomes too complicated. LanExplorer has an interna database that recognizes the most
popular network protocols and displays them in Summary, Hex, ASCII and Detail formats.

More importantly, LanExplorer can open multiple Packet Capture and Protocol Decode windows
gmuitaneoudy. Thisis helpful when acomplex problem needs a packet-to-packet comparison.
Double-click on any packet in the Packet Capture window; and the Protocol Decode window will
be immediately displayed.

Additionaly, the Packet Capture memory is flexible so users can capture several hundred Kbytes
to hundreds of Mbytes - depending on the available syssem memory or available disk space. By
using the Capture Filter feature to drop irrelevant packets, LanExplorer can capture packets for
extended periods of time.

With the user-friendly GUI, clicking on destination or source stations in the Packet Capture
window will dlow you to select among Host Name, Network Address, and NIC Vendor Name
display formats. Profile names applied to Capture Filter and Display Filter - aswell asthe

number of available packets - is easly viewed at the bottom of the Packet Capture window.
Timetick isin millisecond resolution and its format can be Elgpse Time, Relative Time or
InterPacket Time. LanExplorer dso alows oversized Ethernet packets to be captured if
supported by the NIC (for example, 802.1Q or Cisco's ISL VLAN packet may be larger than the
maximum 1514- byte Ethernet sze).
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i1 Packet Capture 2 [_ O] x|

- Destination Source Protocol -
318 seaevy intellimas .carm ey intellimas.com Racal-Interlan O
3149 sanjose dnz2.noc best net Damain Mame Server
320 19221517 .2 sanjose Wiarld Wide Web HTTP
321 sanjose 192215172 Wiarld Wide Web HTTP
322 19221517 .2 sanjose Wiarld Wide Web HTTP
323 19221517 .2 sanjose Wiarld Wide Web HTTP
324 dn=2.noc hest net 20924 141 131 Domain Mame Server
325 20924141 131 dnz2 noc best net Domain Mame Server
326 dn=2.noc hest net 20924 141 131 Domain Mame Server
327 20924141 131 dns2 noc best net Domain Mame Server
325 20924141 131 slip-129-37-101-134 ribribm.net  TCP
329 2lip-129-37-101-134 ribribmonet 20024 141 131 TCR
330 dn=2.noc hest net 20924 141 131 Domain Mame Server
’:q 00 74 444 431 0 nnlqn int anl com TR _Illl
EiS Defalt |15 BRS2 Mone | | eesz i

0000 93 02 20 64 00 A0 C3 23 A0 03 O3 00 43 00
0o 30 35 15 00 00 80 11 05 58 01 18 50 88 CE 56
00 15 06 159 00 35 00 23 A0CH

+- B4 s02.3
[

- & UDP

=l Jous

[ 1D: 00004

% Guestion Cournt: 1

------- @ Ansyeer Count: 0

o % Ay bty Count 1

ﬁ QR Query, Opoode: Standard Query, A28 Mo, TC: Mo, RD: Yes
[ ﬁ’ R&: Mo, Rezerved: 0, Response Code: Mo Error
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Quick Start: LanExplorer

Traffic Generator- Send Packets and Playback Captured Packets

Send Packets is atraffic generator to help test new software or hardware.  LanExplorer is
capable of sending packets to the network while capturing packets from the network. All sent
packets are looped back internally and stored in the memory with the received packets. The user
can copy, paste and edit existing packets to be sent. Inter-packet gapscandsobeset at 1
millisecond or higher in the Send Packets window.

£% Send Packets

Packet Size: |54 3: Butes Fackets Sent: 3333 =
Delay: |'| E: tillizecond(z] Bytes Sent; B39936

|teration: IEI 3: Tirnelz] [0 Farever] Elapze Time:  |00:01:46.223

[

Packet

ooon|FF FF FF FF |FF FF |00 A0)C3 25 |A0 05 00 00 00 00 A T P P P
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Quick Start: LanExplorer

Network Traffic M onitoring - Network Statistics

Network monitoring is a ssmple way to read network performance at different levels.
LanExplorer provides various charts and counters for understanding network flow and quickly
responding to abnorma network activities.

LanExplorer provides accumulated and hitoricd gatistics. The historica charts show red-time
datistics that are sampled periodicdly - while the accumulated charts record the totd activities
since beginning collection.

Threshold and Alarm are very useful festures to quickly catch network problems by predefined
event triggers. For example, to avoid a broadcast siorm in the network, an alarm can be st if
more than " 1000 broadcast packets' have been seen in a™15-second” period.

To display information, LanExplorer alows user to choose from many predefined formats such
asAreg, Pie or Bar charts. Following are the available network monitoring featuresin
LanExplorer:

- TCP/UDP Didtribution

- Protocol Distribution

- Packet Size Didtribution

- Layer 2 Digribution

- Error Rate Counter

- Network Utilization

- TCP Sync and ICMP Rate Counter

- Accumulated and Historicd Statistics
- Threshold and Alarm
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Quick Start: LanExplorer

Nodeto Node Traffic - IP Traffic Matrix and MAC Traffic Matrix

Network communicetion is Ssmilar to two parties talking to each other on the telephone. On the
network, the parties are two IP addresses. To receive information from the Internet, the loca
computer (1% party) normally sends out request packets and the Internet site (2" party) replies
with response packets. The Traffic Matrix festured in LanExplorer isintended to collect such
information between the two parties.

With aWindows 95/98 or NT computer running TCP/IP, LanExplorer can query the Domain
Name Server (DNS) and identify the Internet site name while displaying the IP Traffic Matrix.
At the same time, LanExplorer is polling the local network for the PC's host names. By
combining the query and polling functions, the information of who (PC Host) is connecting with
what Intranet or Internet Ste is shown on the Traffic Matrix window.

In addition to the IP Traffic Matrix, aMAC Traffic Matrix is aso avalable for viewing lower
level network sessons.  LanExplorer provides a click-and-go method to switch between the IP
Traffic Matrix and MAC Traffic Matrix. At the bottom of the Traffic Matrix window, other
click-and-go flags such as one- or two-way traffic are dso available.

:E Traffic Matrix Table {since 072099 02:40:53 PM)
- Address 1 Address 2 Octets | Packets | UF
1 Intrnaxt 209.154.191.11 a7 % 737933 935
2 |lntmax2 tntbrs11-237 abowanadoo. fr 29 % 572056 581
3 |Intmax2 dialup3.ch.cesnet.cz [ 05 %] 519379 B45
4 |Intmax? 195.235.120.61 B 139906 346
8 |209.24.141.135 Mortel | 1 % 21792 132
B |epicB Stanford. EDU Santaclara 0% BE34 94
7 |news1 best.com Santaclara 0% 1374 13
g Intrmax Intrrax3 0% aB0 7
2 Broadcast Jacob Hsu 0 % 261 1
10 |dns1.noc. best net Santaclara 0 % 24k 2
11 |alukacs3.albacomp hu  Intmaxl 0% 120 2
l | ]
1™ P el & @ G Mone &4 URL Group 7
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Quick Start: LanExplorer

I dentifying Network Nodes- Host Table, Host Chart and Address Book

To find active gations in the network and their traffic gatigtics, the Host Table and Host Chart
display information on every station that sends packets to and receives packets from the network.
The Hogt Table clearly displays the mogt active users and the most active Sites.

Address Book keeps arecord of the MAC Address, IP Address and Host Name for al stations.
For duplicate IP addresses in the network, Address Book highlights the stations and warns that
further action might be required. Information in the Address Book is obtained from DNS query
and NetBIOS name auto-discovery by LanExplorer.

- Address Total Octets | Total Packets| URL G+
1 Intras 2 1610183 1793
2 |Intman] o1 % | 1241922 1794
3 [209.154.191.11 EE 1090029 1375
4 |tntbrs11-237.aboowanadoo.fr [ 873190 855
& |dialup3.ch.cesnet.cz E - 736573 8911
5] 195,235 120 61 | 2% 141736 350
7 20924 141,135 | 1 %a 32688 198
8 Mortel | 1 % 32638 193
) Intmax3 0% 10065 Ba
10 [Santaclara 0% 85438 115
11 |epic. Stanford EDL 0 % GBE34 94 —
12 [news1. best.com 0% 1968 19
13 [Broadcast 0 % 721 G
14 [Jacob Hsu 0 % 261 1 _I;I
1| | 3
M6 ™ p [D6Dsec B & Naone [z} Octets Ratio




Remote Agent

Part Il Remote Agent

Remote Agent

Remote Agent is aremote probe running on Windows 95, 98, NT, or 2000 that LanExplorer can
control just like any local adapter. LanExplorer gpplication uses TCP/UDP over IP to
communicate with the Remote agent. This chapter describes the ingtdlation, configuration and
remova of the Remote agent.

System Requirements

Please refer to Chapter 2 for system requirements. Note: Remote agent does not require ahigh
resolution VGA monitor since dl displays are done remotely.

Pre-installation

For Windows NT/2000, the Intellimax NT/2000 Service must be ingtalled as a network service
and the system must be restarted after ingtaling the Service. Please refer to Part |, Chapter 2, for
the ingtdlation of the Intelimax NT/2000 Service.

| nstallation

Ingtall from a CD-ROM

Get avdid Serid Number from the package you have received.
Insert the LanExplorer CD-ROM into the CD-ROM drive.
Double click My Computer.

Double click the CD-ROM drive (eg. d\\)

Change to the Remote agent directory (e.g. d:\agent)

Click the SETUP.EXE file,

Follow the indructions to ingd| the application.

Ingtallation from a downloaded file

Get avdid Serid Number emailing or caling Technica Support.
Click the f-extracting file (eg. AGENT.EXE).
Follow theingructions to ingtal the application.



Remote Agent

Starting and Stopping Remote Agent

Redtart the system after ingtdlation of the Remote Agent. The Remote Agent will be started
automaticaly upon restarting the system.

For Windows NT/2000, to launch the Remote Agent without retarting the system, do the
following steps on the Desktop.

Click the Desktop Start button.

Move mouse to Programs.

Move mouseto Intdlimax.

Click Remote Agent.

A didog box will be shown as below.

Click the Start button to start the Remote Agent service.

¢ Intellimax Traffic Agent 2.5 |

Serial Mumber; 1111
Pazsward: | ******
Socket Port: IEEEEE

Timeout; |3 3: geconds

Stop | el | Cloze |

Minimizing or Closing Remote Agent on Desktop

Minimize the window by dicking the Minimize button. Thetraffic light icon in the Task Tray
indicates the status of Remote Agent. A green light indicates the Remote Agent has been started.
A red light indicates the Remote Agent has been stopped.

G B 1243 G 1243
Remote Agent is started. Remote Agent is stopped.

Close the window by clicking the Close button. For Windows NT/2000, closing the didog box
does not stop the Remote Agent service. 'Y ou have to bring up the dialog box again or go to
Services Control Panel Applet to stop the Remote Agent if you want to stop the service. For
Windows 95/98, closing the didog box will stop the Remote Agent service.



Remote Agent

Configuring Remote Agent

Do the following steps on the Desktop to bring up the Remote Agent dialog box.
Click the Desktop Start button.
Move mouse to Programs.
Move mouse to Intellimax.
Click Remote Agent.
Make sure the Start button is available (i.e. Remote Agent is currently stopped.)

Serial Number
Must be avalid serid number received when you purchased the software.

Password

Default password is“public’. After changing the password, the remote LanExplorer gpplication
must use the new password to communicate with the agent.

Socket Port

Default socket (TCP/UDP) port is58888. After changing the socket port, the remote

LanExplorer gpplication must use the new socket port to communicate with the agent. Both the
remote agent and the client gpplication must communicate over the same port.

Tip: If port 58888 isalready in use, try using ports 71, 72, 73, or 74. These ports are generally used for remote

services. Also, Firewalls may block communication to remote locations (outside the firewall). The communication
port must be "open" by the firewall.

Restarting Remote Agent

Click the Start button to restart the Remote Agent after configuring it. When the Stop button is
available, the Remote Agent is currently started.

Removing Remote Agent

Do the following steps on the Desktop to remove the Remote Agent.
Click the Desktop Start button.
Move mouse to Programs.
Move mouse to Intellimax.
Click Remote Agent uninga|Shield.

Follow additiona uningtalling procedures for Windows NT 4.0 and Windows 2000, as described
inPart I, LanExplorer, Chapter 2: Ingaling LanExplorer.



Remote Agent

Connecting to a remote Traffic Agent

Click the "Remote Agents' menu item of the Settings Menu or the Remote Agents pane of the
Status Bar to bring up the Remote Agents control window.

Remote Agents |
gj,:zz Addrezz (Host) | Password .E-;g:gtxer = o
1 20924 141 100 public MCZ 10M 00 Fast Cancel |
[Martel) Ethernet PCI Adapter
2 ] 20924141101 fublic WWindowes MT Remaote &
z O Clear &1 |
4 L] :
5 O Digcover |
B L]
i L]
g ] hd

Socket IEEEEE

Tirneaut: |5 3: seconds

¥ Exclude traffic/statistics between selected remote agent and this application

To connect to aremote Traffic Agent, follow these steps.
- Enter the remote Traffic Agent |P address.

Enter the remote Traffic Agent password (default is* public”)

Enter the remote Traffic Agent adapter index.
Sdlect Active Status.

Click OK.

To discover remote Traffic Agent in the same | P subnet of the LanExplorer application, click the
Discover button. All remote Traffic Agents will be discovered automaticaly by LanExplorer.
Socket port (default is 58888) for remote Traffic Agents can be changed in the box at the bottom

of the window.
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